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SMART GRID / SMART METERING CONVERGENCE
SOLUTIONS

SOLUTII DE CONVERGENTA TN DOMENIUL SMART
GRID/SMART METERING

Gabriel GHEORGHE!?, Daniel CRACIUN?

Abstract: The electricity distribution is facing fundamental changes at
the network level as well as in the requirements of customers for increasingly
high expectations in order to have a stable, secure and Cyber Security
measures. Consideration must be given to the presence of the distributed
energy sources as well as electro-mobility, each with their significant impact.
There are several possible models of Smart Grid development that may
represent the conceptual prototype of a future energy system. Creating the
Smart Grid system is a complex task that involves a strategy with consistently
pursued goals. The paper investigates the concepts that lead to the
convergence of the specific solutions, such as SCADA/DMS, Smart Metering,
ADMS, Cyber-Security, in order to optimize the integrated functioning of
Smart Grids.

Keywords: system, integration, standard, interoperability

Rezumat: Sectorul distributiei de energie electrica se confruntd cu
schimbari fundamentale sub aspectul regelei precum si cu modificari in privinga
Cerintelor clientilor care au agsteptari din ce in ce mai ridicate pentru o
functionare stabild, sigurd si cu masuri adecvate de Cyber Security. Trebuie sa
fie avutd in vedere prezenfa surselor de energie distribuite ca si a electro-
mobilitatii care au, fiecare, un impact important. Existd mai multe modele
posibile de dezvoltare a retelelor inteligente care pot reprezenta prototipul
conceptual al viitorului sistem energetic. Realizarea unui sistem de tip Smart
Grid este o sarcind complexa care presupune o strategie cu obiective urmarite
cu consecventa. Articolul investigheaza conceptele ce conduc la convergenta
solugiilor specifice, cum ar fi SCADA/DMS, smart-metering, ADMS, cyber-
security, in scopul unei functiondri integrate optime a regelelor inteligente.

Cuvinte cheie: sistem, integrare, standard, interoperabilitate

! Eng. PhD, Director of Engineering Department, SDEE Muntenia Nord, Romania, e-mail:
gabriel.gheorghe@distributie-energie.ro
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1. Introduction. The need for convergence of solutions

The electricity distribution is facing fundamental changes at the
network level as well as changes in the requirements of customers who have
increasingly high expectations for a stable, secure and Cyber Security
measures. Also, the presence in the grid of distributed energy sources,
especially renewable, as well as the electro-mobility, which create an impact
by changing power flows, from traditional unidirectional flows to bi-
directional flows, must be taken into account. For this reason, the
coordination of the protection systems of the medium and high voltage
electrical network becomes a complex and difficult task. At the same time,
there are important implications for ensuring the standardized of electricity
quality parameters for all customers.

The benefits of Smart Grid are widely recognized today. The Smart
Grid is capable of direct interaction and communication between consumers
(households or businesses), other network users and distributors or energy
providers. In combination with the differentiated tariffs per time zone, they
offer for the first time the possibility of the consumers to directly control and
manage their own structure of consumption, providing powerful incentives
for the efficient use of energy. Better and more focused management of the
networks increases their level of security and reduces maintenance costs [1].

Smart grids are considered to be the backbone of the future low
carbon energy system. They will allow the integration of large quantities of
energy from renewable sources, produced either on-shore or offshore, and
the integration of electric vehicles, while maintaining the availability for the
production of energy from conventional sources and the suitability for the
distribution networks [2].

We can talk about specific challenges or requirements, such as:

- Increased consumer demand and regulatory requirements for
ensuring the parameters of the performance standard, the quality of
electricity, at all voltage levels;

- The need to reduce the technological own consumption, increase
the energy efficiency and implement the policies to reduce the carbon
footprint in the distribution networks;

- Increased electricity consumption especially for medium and low
voltage levels;

- Aging of the existing infrastructure and the need for a
comprehensive investment program;
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- The need to integrate the renewable energy sources, the prosumers,
in parallel with the energy supply required for electro-mobility and the
development of Demand Response technologies;

- Creating the secure communication infrastructure and platform
between the distribution operator and customers or other stakeholders;

Demand Response offers an opportunity to optimize the capacities
and the generation regime, it can reduce the import of electricity at the peak,
helping to stabilize the network and to significant revenues for the users
participating in the energy market.

For these high complexity challenges, Smart Grid technologies are
an important part of the solution. Of course, the aging of the existing
infrastructure seems to be something different, but the new technology and
development solutions must involve the vision for the future Smart Grid.
This results in the first argument of the convergence of solutions, namely
that complex or different needs should be dealt with a set of solutions that
optimally and fully integrate the challenges and expectations of
stakeholders. Different customers and the essential applications for the
operation must be considered at this stage, to create the basic infrastructure.
The first stage of convergence (1) of solutions is the conceptual one and
must be designed.

In essence, it is necessary that the networks resulting from the
implementation of the new solutions achieve three main objectives:

- High efficiency and loss reduction;

- Integration of a large share of renewable energy;

- Satisfying to the highest standards of very different consumers.

In order to achieve the stated objectives, convergent, standardized
and interoperable solutions, regardless of the manufacturer / supplier, should
preferably be addressed to the actual electrical infrastructure as well as to the
communication and information infrastructure.

At the interface points with consumers or with the system operator,
the electricity producers, Smart Grid operates with optimization
applications, for example forecast for renewable energy and electric
vehicles, Demand-Response or demand optimization, MDM (Metering Data
Management), OMS (Outage Management Systems), GIS, Asset
Management, etc. A new component added to the smart grid must have the
possibility to integrate into the solutions and applications already created.
We are talking about the second stage of convergence (I1) of solutions,
which refers to the interoperability and optimum efficiency after
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commissioning and throughout the life of the equipment, respectively, of the
intelligent solutions.

2. Development of the Smart Grid. The main functions and the
strategy of implementation

Today’s electricity distributors which are building on an existing
network will have to follow the goal of an intelligent network (Smart Grid)
by gradually integrating the necessary devices and functions, starting from a
level of automation considered basic, pre-existing.

A description of the functions and applications resulting from the
implementation of Smart Grids was presented in 2010 in the IEEE Power &
Energy Magazine as a pyramid evolution by the well-known world expert
PhD Hassan Farhangi [2]. Based on this Smart Grid general concept we
configured an evolution presented in Figure 1. Maintaining the stability and
availability of the electricity distribution service as well as the public safety
of its own personnel is a fundamental responsibility of a public utility
company. Existing networks, as well as the low degree of automation and
visibility on some of these assets can create problems in exploiting them.

Demand Response
Microgrid, Improuved
Operational Efficiency

DMS, Smart Grid, Distributed
Generation & EV management
/ Automations & Fundamental Applications \
Infrastructure Layer, Power Network
Communications, IT

| ASSET MANAGEMENT FRAMEWORK |

Figure 1. Smart Grid towards higher efficiency and integration
of Distributed Generation
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Customers are becoming increasingly demanding about the
interruptions in electricity supply. In today's economy and the increasingly
digital and interconnected lives, customers and the regulator are demanding
compliance with a very severe standard regarding power outages. Switches in
electricity supply, even small fluctuations, can create problems for a wide
range of microprocessor controlled equipment, from personal computers
connected to the internet to critical equipment such as assisted living in
hospitals. More and more companies have computerized processes and a high
degree of automation, even for short-term interruptions the control and
automation systems can be blocked, considerable financial losses can occur at
the level of those economic processes.

For all these reasons, it is necessary to adopt a holistic asset
management strategy by using information from different systems and taking
real-time information from the electricity network, using state-of-the-art
technologies, coordinating the effort to reduce costs and disruptions. To ensure
this integrated approach, the SDEE MN aims to develop existing SCADA /
DMS systems and their automatic interconnection with all existing or future
information systems. As the SCADA / DMS system monitors the basic activity
of a distribution operator in real time, it is desired to consolidate this system
with new information retrieval technologies and aggregate reporting capabilities
together with financial systems, Metering (MDM), OMS, GIS.

By interconnecting Operation Technology systems (SCADA / DMS,
OMS) with Information Technology systems (Financial, Reporting, etc.), the
conditions for the realization of complex projects of Smart Grid, respectively,
Demand Response, Peak Shifting, etc., are created... The complete automation
of the transformation stations is a mandatory premise in order to ensure the
visibility in the system and the control of the distribution network. The
installed SCADA systems are in line with the international standards in the
field: IEC 60870-5-104 for communications with the SCADA / DMS
dispatcher and IEC 61850 for communications with the numerical protection
relays. The architecture of the automation system at the SDEE MN level is
shown in Figure 2, from [5].

The existence of 5 regional centers corresponding to the branches and
a sixth center corresponding to the head office and the related branch (Ploiesti)
are highlighted. There is also a backup server center and Disaster Recovery.
The number of integrated online workstations is shown in the figure for each
center. Through the routers using secure channels (VPN), both the branches
and the stations integrated in SCADA and the intelligent equipment from the
ADS (Automation Distribution Systems) application are made.
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The physical volume of integration into the electricity distribution
network of SCADA and SAD systems is highlighted by the following
representative figures:

- by 2020 the SCADA system is estimated to include 125 HV/MV
stations and 1000 MV/LV substations and 2200 remote-controlled
disconnectors, completely integrated:;

- at present, the SCADA system includes approximatively 1500
switching equipments for HV/MV Stations, breakers and disconnectors,
respectively, 1800 MV substations related equipment;

- The number of remote-controlled reclosers and disconnectors in the
medium-voltage overhead network is 1900 at present.

In order to complete this process, must be considered SCADA
systems which can offer the following functionalities:

* Distributed control and distributed data acquisition: As the
evolution of SCADA systems over the past 12 years is considerable, SDMN
aims to use SCADA systems based on distributed architectures (Substation
Control Unit, Bay Control Unit, HMI, Disturbance Records Retrieval). Only
state-of-the-art systems able for up-grading and reconfiguration over time
will be considered.

* Performing distributed intelligent functions: Substation Control
Unit type systems will be intelligent systems, capable of controlling regions
within the transformation station area, being able to run distributed
algorithms;

» Cyber security systems: the equipment provided must be in line
with internationally defined cyber security standards, as well as the SCADA
/ DMS network specific standards.

Such applications require simultaneous information from different
sources and require interoperability between all existing systems at the OD
level. Starting from the level of automation achieved in recent years, SDEE
MN has taken the necessary steps to implement a Smart Grid concept. By
integrating the OMS and DMS modules, the advanced distribution
management system, ADMS (Figure 3) will be created.

An Advanced Distribution Management System (ADMS) is the
software platform which supports the complete suite of distribution
management and optimization. ADMS includes functions that automate
network restoration after outages and optimize distribution network
performance. ADMS functions are developed specifically for utilities in the
field of electricity and include fault localization, grid isolation and
restoration; optimization (adjustment) of wvolt / volt-ampere reactive;
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reducing losses by reducing voltage where possible; peak management;
optimal treatment of micro-networks and energy demand in the field of
electro-mobility.

The decision to implement ADMS is a strategic initiative that must
be supported at the highest level within the organization and aligned with its
long-term vision. We believe that the ADMS platform will fundamentally
change the way the company operates, becoming necessary organizational
changes and new skills of the employees. Of course, a cost-benefit analysis
is needed, but there may be blessings that cannot be quantified at the initial
moment, such as customer satisfaction [5].

* O*-me Sradation
+ What-# Amayaa

+ Matoncal May Sack
\

Figure 3. ADMS system and functionality

Developing ADMS solutions is a developing field that requires close
collaboration between the IT solution provider and the company specialists,
at a multi and multidisciplinary level. Integrating distinct activities, for
decades, into a unitary platform will of course not be easy (Figure 4), from

[5].

Figure 4. ADMS field

Advanced

Apps
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So we are talking about another area of convergence in Smart
Grid (the 111", namely the software platform in which it will be necessary
to integrate a whole series of activities and applications that may appear
without a direct connection between them or have worked so far. Their
unitary treatment is necessary in order to obtain the specific value of the
unitary and complete processing of information.

3. Cyber Security of Smart Grid

The extended IT systems and solutions can also have a negative
impact, namely that Cyber Security becomes a real problem that can be
common to all companies in the energy industry. The companies in the field
have realized that this must be a basic criterion to develop a stable system
and able to handle the challenges of the future. Securing the SCADA
network is a critical priority in the SDMN development strategy, so that
existing systems will be upgraded to current security standards by adding a
firewall, intrusion detection, access control, encryption, etc.. New installed
applications and platforms will be provided since the installation with Cyber
Security systems. As transformation substations represent critical nodes in
the distribution system, the Cyber Security of the SCADA command and
control system of the substation will be implemented as a core asset within
SCADA. The development of the cyber security system will have to provide
the following main functions, the list below being for the sake of
clarification, within the specific documentation the necessary functions will
be detailed:

* Encryption of data related to SCADA and other existing systems at
the station level;

* Network segmentation to avoid generalization of a local security
problem;

* Intrusion detection (IDS);

» SCADA traffic profiling and automatic alarm when the traffic exits
from the predefined patterns;

« Firewall to properly block / restrict access.

Antivirus protection is required for SCADA related equipment
(parameterization laptops, archiving systems, etc.). We consider that the
approach of cyber security is a main criterion in the projects of automation
and digitization of the energy network towards a Smart Grid type network.
As cyber threats diversify, as the attack area grows by adding new smart
devices to the network, utility companies must use the latest technologies
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and methodologies to implement secure and robust architectures in
Operational Technology type systems, OT, from SCADA / DMS. Without
having a complete and unitary list of existing assets in SCADA/DMS
systems and a permanent monitoring of them, it can be very difficult to
establish the delimitation of the protected equipment, in order to apply the
effective security policies in the SCADA integrated networks.

The inventory must contain:

* All SCADA components, including existing software;

* Network and telecommunication IT components (equipment,
protocols);

* Dependencies between systems and applications participating in the
automation processes and SCADA.

In order to incorporate cyber security into SCADA systems, it is
imperative that computer protection areas around SCADA perimeters be
developed. This requires a thorough understanding of telecommunications
networks and the interdependencies between existing systems and processes,
based on the operational requirements of operational processes.
Understanding the nature of the information flows between all the
components involved in SCADA/OT processes, establishing entry/exit
points, ranking and structuring the communication protocols lay the basis for
the correct definition of the cyber perimeter.

Compliance with best practices in the IT field as well as
harmonization with industry-specific standards for industrial automation
such as IEC 62443 is critical to strong Cyber Security.

At the company level it is made aware that cyber security must be
considered a permanent process that requires continuous improvement and
constant monitoring because:

* Every day new vulnerabilities are discovered,

* The threats are increasing;

» Staff may be inattentive or find solutions to bypass existing security
measures;

» The weaknesses of the system are constantly changing according to
the evolution of the attack technologies.

Within existing or future cyber security projects, the evaluation of
measures will be considered based on at least the following standards: IEC
62243, NISTIR 7628, IEC 15408, IEC 19790 similar and with NIST FIPS
140-2 , IEC 19791, IEC 21827, IEC 17799, ISA S99 Standards, COBIT. In
future projects from the design stages will be considered the organization of
the network according to the references of the standard IEC 62243, the
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international standard for "Industrial Networks and Systems Security"
(Figure 5).

Business analysis processes require data processing from different
systems quickly and efficiently. This premise introduces the need to connect
data from traditional IT systems (ERP, CALL CENTER, etc.) with data
from traditional OT systems (SCADA, CAPEX / OPEX, etc.).
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Figure 5. Standard reference model for Cyber Security implementation [16]

Where:

ECI - External network — Control Network Interconnection
IRA - Interactive Remote Access to a control network

ICC — inter-Control Center access to a shared control net
SED - Stand-alone Embedded Device

PEC — Portable Engineering Computer

PSM — Portable Storage medium

ACI — Inter-Area communication within a hierarchical multi-area control network
CCN —Control Center networks

FCN — Field Control Networks

CNH — Control Network Host

AFD - Automation Field Device
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The logical reference model of the existing connections between the
functional systems within the Smart Grid technologies, according to the
American standard used intensively in the field, NISTIR 7628, is that of
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Figure 6. Interconnections map in the integrated informatic system standard NISTIR 7628 [16]
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from being infected by less critical systems. Physical access control is a
necessary measure to reduce risks.

Cyber Security services, mechanisms and objects must be
implemented in layers, with one or more security methods for each layer.
The main objective of this approach is to reduce the impact when one of the
protective layers or one of the methods did not work. This methodology is
commonly known as "defense-in-depth". One conclusion of this paragraph is
that standardized solutions and best practices must always be used at
international level, to constantly evaluate the concrete risks and to design
multilayered or in-depth defense systems, using established computer
technologies (firewall, antivirus, access limitation, intrusion detection,
password and codes). These measures should be taken at all stages of
conception, realization, development (up-degrees).

4. Smart Metering systems

It is well known that by ANRE Regulation no. 177/2018 were
approved the framework conditions for the realization of intelligent
measurement systems at national level. According to this document, a
strategy has been developed, aiming at the implementation of smart meters
and, finally, the development of an advanced metering infrastructure (AMI).
The development requirements of the Smar Metering systems are included
in Order 177/2018 harmonized with the EU standards in the field. This
development involves:

- Smart meters for consumers with the possibility of communication,
bidirectional exchange of information, switching tariffs;

- Servers with data acquisition systems and concentrators;

- A fully automated process "from the meter to the billing", including
the management of the data from the meters (MDMS) and the integration of
the measurement systems in the solution of the metering and energy
management at the branch level.

The duplex information flow provides consumers and utilities with
data on the price of electricity and the achieved consumption, including the
volume of energy consumed and the time it was consumed. This information
as well as other possible applications (“smart™ applications) will be part of
the offer package addressed to a consumer integrated in the Smart Metering
system.

A consumer who benefits from the smart metering system will first
of all have a counter with the possibility of two-way communication, which
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will allow tariff switching. He will be really involved and informed about
the financial benefits he can have by actively participating in selecting the
optimal tariff and establishing the level of electricity consumption of his
home (Consumer Engagement). It will benefit from an advantageous
package, "Time-of-use”, TOU Pricing Programs, whose purpose is
obviously to flatten the load curve. Internet payment tools, from the
smartphone, are inherent, including information for the payments to which
he is entitled, considering the quality of a prosumer. A whole series of
controllers and sensors will adjust the home appliances in the home network
(HAN Devices), power the car, etc.. A range of functionalities is required,
involving the ability to collect, store, process and report energy consumption
at hourly intervals, practically, in real time, detailed task profiles, time of use
of pricing information, location identification, interruptions, disconnection
and reconnection to distance, loss and theft detection, better collection of the
price due for the consumed energy and invoicing of the actual electricity
consumption. In this sense, the intelligent measuring devices, the digital
meter, will be an equipment with functions and utilities that contribute to the
optimal and complete monitoring of the requirements of the performance
standard. Wireless or PLC systems can complement each other within the
required level and volume of communications. The use of Cloud for data and
application exchange is envisaged as an alternative to physical networks.

The interoperability aspects between systems and between providers
are very important, this being one of the convergence levels pursued. An
adequate dimensioning of HES for the number of consumers and the optimal
data processing time, being other aspects of the chosen technology. It is
necessary that the equipment integrated in the system comply with the
measurement code [9] and the provisions of the IEC standards in the field,
respectively: IEC 60050-300, IEC 61968-1 + 11, IEC 61970-301, IEC
62051: 1999, IEC 62051-1, IEC 62055-31, IEC 62056, current editions.

The data collected from the meters integrated in the SMI requires a
software platform for data storage and processing (MDMS) designed to
fulfill the following functionalities:

- Processing and storing validated and complete data for the billing
interval ("Data Warehouse");

- Identification of events and transmission of information to the
enterprise systems;

- Aggregation and / or transformation of measurement data into
information for company systems, respectively, Network Planning, Task
Forecasting, Customer Management, etc .;
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- Unique interface for present and future AMI systems (planning,
updating, number setting);

- Support for customer metering infrastructure;

- Analyzes meter reading data and identifies problems, supports AMI
operations.

An important criterion is to ensure the interoperability of system
devices, counters, data and device concentrators, auxiliary devices and
equipment. Clear convergence criteria must be followed, one of them being
interoperability by observing the open and harmonized standards valid at the
present time. Considering that there are systems that come into direct contact
with the client, also needs to be taken into account demanding requirements,
at the level of current standards, cyber-security.

The Smart Metering system is, including through the related MDMS
platform, a pillar of the smart grid, Smart Grid. From the outset, as we have
already shown, a complex network with distributed generation (prosumers),
electro-mobility, residential and tertiary area consumption is envisaged, as a
typical case. The intelligent electricity measurement and metering system
will benefit from the integration with the Demand Response type application
at the company and network areas. The activities of measuring, monitoring
the quality of electricity, forecasting, flattening the load curve, will be
completed in order to optimize the decision levels, in order to reach the
objectives and indicators. Intelligence metering with all the applications that
can be integrated through this facility is also a way to increase energy
efficiency, reduce the capacity and comply with the environmental
objectives set by European directives. One of the most important
developments expected from Smart Metering and Smart Grid systems is to
empower “Empowering consumers”. The center of gravity of the future
network is moving to the consumer, who will benefit from such a series of
advantages:

- The consumers will be able to have sufficient and timely
information on energy consumption, to learn how to act for their own benefit
for efficient consumption and lowering the electricity bill;

- Enabling consumers as active participants in the energy market
through the use of new technologies will contribute to a paradigm shift in the
functioning of the energy system as a whole;

- Smart Grid can be a useful tool for consumers to act more
efficiently on energy demand, which can be part of a broader strategy to
reduce carbon emissions related to electricity production;
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- In order to be successful, it is necessary to develop Smart Grid
communication infrastructure to enable consumers to exploit electricity
prices in real time and to become more active players within the internal
energy market;

- "Smart" tariffs must be introduced in such a way as to ensure that
all consumers can benefit from reduced energy bills if their consumption
pattern changes, and vulnerable people and low-income consumers are not
adversely affected or disadvantaged;

- Smart Grid create benefits for energy companies in the form of
reduced management costs through less meter readings and lower debt
handling costs. Also it is estimated a more efficient functioning of the
network and improvements on the line of management, the reduction of
commercial losses;

- Consumer engagement and education is a key task in this process,
as there will be fundamental changes in the retail energy market;

- In order to achieve the broader energy objectives, the efficiency and
security of supply will require a significant change in the nature of the
energy consumption of consumers (prosumers, electromobility);

- A central task will be the confidentiality and ownership of the data
collected, related to consumers, through Smart Meters and Smart Grid.
Consumers must feel and ensure that their identification and consumption
data remain confidential;

- The consumer must have free access to his historical consumption
data, in order to be able to maximize his commitment on the market and to
make behavior change decisions. The lack of confidence or choice of
consumers about the new systems will lead to the failure to realize all the
potential benefits of Smart Metering and Smart Grid.

5. Conclusions

The realization of the Smart Grid system at the electricity distribution
operator level is a complex task that involves a strategy with objectives
pursued consistently. In a broad sense, such an objective changes the way of
working in depth and the company culture. Among the overall objectives,
the following can be stated:

* Accuracy, the rapid location of the affected network areas and the
correct establishment of the nature of a defect;

* Mobility, adaptability and restoration of problems before they
become serious;
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* Optimal integration of electricity producers, prosumers, electro-
mobility;

* Energy efficiency and cpt reduction;

* Real-time communication with customers and other market
operators or stakeholders;

* Process optimization to use resources efficiently;

* Predictive treatment by adapting and correct monitoring of
equipment status, rather than reactive, so that damage can be prevented and
optimization of maintenance / investment ratio;

» Assets distributed and tracked in real time, regardless of
geographical area or type of assets;

* Integration of information into centralized applications for efficient
management, efficient use within the ADMS platform;

» Effective policies and practices in cybersecurity and against
vandalism or other anti-social phenomena.

The criterion of interoperability and convergence must be clearly
stated and followed during the design of the realization of the systems that
will be subsequently integrated into unitary solutions of Smart Grid. Smart
Grid will be crucial in moving to a low carbon economy. By implementing
them and developing a market response in relation to the clients'
requirement, it involves three fundamental actions:

I. The DO must be stimulated to invest in smart grids and to manage
the grids smarter using modern optimization systems for all operations. The
regulatory framework must provide economic incentives to invest in
innovative solutions, such as smart meters, surveillance and control devices,
network automation;

[l. Developing a network model provided with a two-way
communication interface with the customer, which will facilitate customer
awareness and active participation in the retail electricity markets.
Increasing customer power can be achieved through education, but also by
significant incentives in case of adopting a new type of behavior, more
active, in relation to the energy market;

1. Data security and computer networks, data protection of
customers and all stakeholders is a point of convergence of the concerns in
the field of Smart grid and Smart metering, as well as of the specialists in the
IT and communications fields involved.
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In this paper we focused on the principle of convergence, identifying
three distinct and complementary stages:

1. The first stage of convergence is the design of the systems and
applications part of SCADA / DMS, Smart Metering OMS, with their
complete development towards ADMS;

2. Here comes the second stage of convergence of solutions, which
refers to the interoperability and optimum efficiency after commissioning
and throughout the life of the equipment, respectively, of the intelligent
solutions;

3. The third area of convergence in Smart Grid will consist in the
software platform in which it will be necessary to integrate a whole series of
activities and applications that may appear without a direct connection
between them or have worked so far. Their unitary treatment is necessary in
order to obtain the specific value of the unitary and complete processing of
information.
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ENERGY EFFICIENCY INFLUENCE OF SMART CITIES
TRANSPORTATION

INFLUENTA EFICIENTEI ENERGETICE A SISTEMELOR
DE TRANSPORT ALE ORASELOR INTELIGENTE
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Abstract: In this paper we have analyzed the solution of the recovery
of the braking energy, as well as the solutions of the energy use when
supplying a technically advanced tram station. The research effort was
directed on two main paths. In the first part we identified the receiver
assembly and the functionalities of the modern tram station, as well as the
modeling of its operating cycles. In the second part we determined the
optimal solution for the recovery of the braking energy, as well as the energy
efficiency of the technological chain.

Keywords: Electric transportation, Power Quality, Smart City.

Rezumat: In aceastid lucrare am analizat solutia de recuperare a
energiei de franare, precum si solutiile de utilizare a energiei la alimentarea
unei statii de tramvai avansate din punct de vedere tehnic. Efortul de
cercetare a fost directionat pe doud cdi principale. In prima parte am
identificat ansamblul de receptoare si functionalitatile statiei moderne de
tramvai, precum si modelarea ciclurilor de functionare ale acesteia. Tn partea
a doua am determinat solutia optima de recuperare a energiei de frnare,
precum i eficienta energetica a langului tehnologic.

Cuvinte cheie: Calitatea energiei electrice, Oras inteligent, Transport electric
1. Introduction

The power energy system must be continuously developed and be
able to adapt to the development and implementation of new technologies.
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The urban transport system is predisposed to improving energy efficiency
and this is possible by supplying trams using renewable energy sources,
developing storage systems, using the energy recovered during braking, as
well as using energy efficient devices.

The specialized literature presents a series of results [1-5] that come
from the implementation of braking energy recovery solutions, as well as the
integration solutions in the smart cities paradigm of energy storage solutions
used in public transport [6,7]. Also, in order to reach the energy efficiency
target, the cities of the future are new to electrifying the transport of people
[8-10], and this solution is native to the areas with low population
concentrations, as well as their transport over medium-long distances,
specifically to the Romanian cities [11-14].

2. Smart city context

A smart city is a city where technology is used to create a sustainable
environment, so the services work in a fluid way offering comfort, safety,
but also energy efficiency [19]. The citizens of the smart city can benefit
during the journey with the means of transport of free access to the Internet,
by charging mobile phones in the waiting station [20]. Intelligent traffic
management involves monitoring and analyzing traffic flows, which leads to
a smooth flow of traffic [21].

3. Smart transportation

At the present time, in Bucharest, the trams do not have GPS devices
installed, so there is no information regarding the departure or arrival times
of the trams at the stations.

The trams are supplied with direct current with voltages between 600
- 825 V, the circuit being closed between the contact wire and the tread. The
tram is equipped with an automatic switching device, on-board computer,
four brakes, air conditioning system, passenger information with audio-
video system and passenger charging system [16-18].

The recovery braking process depends on a number of physical
parameters of the transport system, the most important being the mass and
speed of the tram. Following the analysis of the structure of the analyzed
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line, another parameter with a high degree of importance, namely the slope
of the line, emerged.
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Figure 1. The influence of the slope on the energy recovered using the recuperative brake:
a) flat ground b) sloped ground

The angle to the horizontal (slope) of the tram directly influences the
speed of travel, increased it by approximately 15%. This phenomenon
increases the force required to brake the tram, increasing the recovered
energy. The visual description of this phenomenon can be seen in Figure 1.

In the case of the electricity storage system, two different objectives
were evaluated, namely the local storage, placed in the wagon and the
storage in the station. Due to the complexity of the systems analyzed, we
have made a series of considerations with a simplifying character. For
example, we have considered Li-lon battery systems as energy storage
technology, which have superior characteristics in terms of the amount of
energy stored in the volume unit (about 0.17 kWh / kg).
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4. Case study

Currently, the transport company does not have electric power
stations, so the power supply solution of the stations involves the exclusive
use of the electricity recovered by the tram, through the recovery braking.

In order to carry out an analysis as close to reality as possible, we
started by identifying the main electricity receivers within the modern
station. Thus, we identified the presence of two advertising panels with LED
technology, the traffic information panel, as well as the lighting system (see
Figure 2).
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Figure 2. The main elements of the proposed modernized station

In order to be able to determine the amount of energy required for the
continuous operation of all the elements of the station, we analyzed the
energy performances of the component elements. In this respect, we have
made electrical determinations in the Electricity Utilization and Quality
Laboratory in University Politehnica of Bucharest, using LED lighting
systems, fluorescent tubes, as well as advertising panels with LED
technology. The power quality analyzer used for carrying out the
measurements was type class A Fluke 435.

Following the analysis of the possible solutions, the one was chosen
that allows the energy recovery at the tram braking, as well as its local
storage, for later use. This will not require the implementation of a system
for synchronizing the arrivals and departures of the trams from the stations.
Figure XXX shows the composition of the complete energy recovery,
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transfer and use system. The diagram shows, on the right, the two electric
motors of the tram frame. The central area is dedicated to the power
electronics system, which is an inverter, a filter capacitor and a rectifier. The
role of the inverter is to supply alternating voltage to the motors, and the role
of the rectifier is to convert the recovered energy to braking into energy at
continuous voltage, filtered using the capacitor.
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Figure 3. Overview of the energy utilization solution obtained by regenerative braking

The station is to be equipped with three video panels, two of which
will be positioned externally, and the third will be positioned at the top of
the frame of the station and will have smaller dimensions. In order to be able
to reserve the capacity of the batteries, it was considered that all three panels
have the same installed power.

The manufacturer declared an absorbed power of approximately 100
W. Laboratory determinations revealed that the receiver had a variable usage
profile, the maximum level of which is 50 W.

The determinations highlighted a level of absorbed electric current of
about 0.24 A, with a maximum level of 0.3 A (see figure 4).
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Figure 4. Evolution of electrical current used by LED panel

Also, the consumption profile showed variations of the load, about
10 W (20%), at each change of video material (see Figure 5).

Figure 5. Active power evolution for LED panel

The determinations revealed the presence of a reactive power regime,
of about 40 VAr, with capacitive character (see Figure 6).

In order to be the object of the local lighting, mounted in the station,
a solution of their analysis is used fluorescent tubes. We decided not to
eliminate this solution, it can perform well with gradual reductions with a
voltage up to 70% U,,.

This (dimming) process can result in significant energy savings, as well
as creating a lifetime of tubes. In the hourly interval, between 00:00 and 05:00,
a projected energy saving of 16% is achieved for the case of this process. The
benefits of adoption are reduced as they extend and extend with respect to
significant extensions for a lifetime of fluorescent tubes, from 4 000 to 8 000
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hours. Electrical absorption of 0.24 A, at a maximum level of 0.43 A (see
Figure 7).

il

L — 1, I

Figure 7. Evolution of electrical current used by fluorescent lamp

The measurements revealed the presence of an active power regime of 30W
(see Figure 8).

Figure 8. Active power evolution for fluorescent lamp
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The maximum value of the absorbed electric current is 151 mA, with a
minimum value of 144 mA (see Figure 9).
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Figura 9. Evolution of electrical current used by LED lamp

The average value of the active power is 14W (see Figure 10).

Active power values analysis
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Figure 10. Active power analysis for LED lamp

The results of the processes for determining the energy parameters of
the different receivers were concentrated in Table 1, in order to allow the
quick dimensioning of a power solution.

Table 1. Measurements results

Load | A | R |
LED Panel 32 35 48 0.21 0.27
Fluorescent Lamp 23.5 335 41 0.22 0.43
LED Lamp 13.2 30.3 33 0.14 0.15
Router 16.1 16.4 23 0.1 0.1

USB Outlet 48.3 42.6 64.4 0.25 0.28
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We considered the composition of the receivers to be made up of
three LED panels, three fluorescent / LED lamps, a router and USB sockets.
Analyzing the energy requirement for the first case, in which only
fluorescent lighting is used, a 93 Ah battery was found. For the second case,
when using LED lighting as a power solution, the battery capacity is 73 Ah.
Thus, we chose the value of the installed capacity at the 100 Ah station
level.

To calculate the recovered energy, we considered the mass of the
wagon of 45 t, being the average between the mass of the empty wagon (35
t) and the mass of the loaded wagon (55 t), data that comes from the tram'’s
technical data sheet.

The calculation of the energy recovered in the case of flat lands
showed that the duration of the braking period is estimated at 10 seconds,
which results in a recovered energy of 2 kWh. For the case of the sloping
terrain, we considered that the tram speed is 15% higher, so the recovered
energy is 3.1 kWh. It is observed that in cases where the tram brakes on the
slope (o> 0°), the recovered energy obtained is significantly higher (by 64%)
than the amount of energy recovered in the case (o = 0°).

The tram line analyzed has 15 stations, of which 2 stations represent
areas with the possibility of recovering a higher amount of energy (o> 0°).
In the case of a complete tram crossing, it will be subjected to 26 brakes
with normal recovery (oo = 0°) and 4 brakes with higher recovery (o> 0°).
Thus, the total amount of energy that can be obtained through recovery
braking is 64.4 kWh.

In order to deepen the analysis, the electrical scheme of supplying
the station was simulated using the ETAP program. This approach allowed
the identification of the circulation of powers, the losses produced in the
network, as well as the analysis of the harmonic regime on the power supply
bar of the receivers in the station (Load mains).

In the case of the harmonic analysis, a strongly disturbed regime was
identified (see Figure 12), the cause of which is the way of using the DC
power of the receivers, through the power rectifiers. This regime exceeds by
an order of magnitude the current standards of power quality (EN 50160), so
it was necessary to identify a solution to limit this disturbing regime.
Connecting the first filter shows an improvement in the shape of the voltage
curve and a decrease in the value of the THD, but which still do not meet the
operating rules, so | have connected a filter on the power bar. By using two
filters, the shape of the curves is improved and the THD values are within
normal operating range (harmonic range reaches 2%) (see Figure 13).
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Figure 13. Harmonic analysis for the case woth two connected filters
5. Conclusions

This study represents an initiative to improve the services offered by

local transport, offering modern transport solutions. The extended analysis
of the proposed solution highlighted the fact that the mobile storage solution
can also be used to supply additional mobile capacity, placed at the terminals
of the tram line. In the case of the harmonic analysis, a strongly disturbed
regime was identified, the cause of which is the way of using the energy at
continuous voltage of the loads, through the power rectifiers. Thus, to limit
the disturbance regime, two passive absorbent filters mounted on the power
supply bar of the station will be introduced.
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Abstract: The paper presents the evolution of the concept of Power
Quality (PQ) over the last 25 years, the present situation and the perspectives
for the following years, based on the experience of the authors. The
contributions of the experts in the field and results of the implementation of
these concepts in Romania are also included in the paper.

Keywords: power quality, disturbance

Rezumat: Lucrarea prezinta evolugia conceptului de Calitate a Energiei
electrice (CEE) in ultimii 25 de ani, situayia prezenta si perspectivele pentru
urmatorii ani, pe baza experiengei autorilor. Contribuyiile expertilor n
domeniu si rezultate ale implementarii acestor concepte in Roménia, sunt de
asemenea incluse n lucrare.

Cuvinte cheie: calitatea energiei electrice, perturbatie
1. Introducere

Tn Romania, problemele de calitate Tn domeniul energiei electrice au
constituit procupari ale comunitatii energetice cu multi ani in urma. Acestea
se regaseau in diversele cursuri universitare ale unor facultati tehnice cu
profil electric, in preocuparile stiintifice ale unor personalitati in domeniul
electrotehnic iar dupa anul 1995 au fost reunite intr-un concept unitar sub
denumirea Calitatea Energiei Electrice (CEE). Printre personalitatile cu
merite deosebite in acest domeniu este necesar sa fie amintite: Acad.
Constantin Budeanu, Acad. Andrei Tugulea, Prof. Alexandru Poeata, Prof.
Avrie Arie si altii.

Abordarile anterioare anului 1990 au avut avantajul studiului
problematicii CEE pe fiecare componenta in parte (o abordare de jos in sus),

! prof.phd.eng., Dept.of Power Engineering, University POLITEHNICA of Bucharest,
Romania, e-mail: stgheorghe@yahoo.com

2 prof.phd.eng., Dept.of Power Engineering, University POLITEHNICA of Bucharest,
Romania, e-mail: nicolae_golovanov@yahoo.com
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iar dupa acest an, abordarea globald a conceptului a avut avantajul unei
abordari de sus in jos (abordare sistemica) [1].

In perioada dintre anii 1985 si 2005, interesul pentru problematica de
CEE a crescut exponential (Figura 1) [2]. Aceeasi evolutie a fost mentinuta
si dupa anul 2005 pana in prezent.

Este cunoscut faptul cd a crescut numarul si puterea sarcinilor
neliniare si, in acelasi timp, a crescut gradul de sensibilitate al utilizatorilor
finali (receptoarelor) la diverse perturbatii introduse de alti utilizatori finali
perturbatori [1][3].
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Figura 1. Numarul de articole care au utilizat termenul de CEE (Power Quality)
n perioada 1985-2005 (Sursa: Mathias Bollen [2])

2. Evolutia CEE in perioada 1985 - 2005

In evolutia CEE, aceasta perioadi a reprezentat un adevirat pilon in
dezvoltarea conceptului CEE, prin activitatile de cercetare desfasurate in
universitati si institute de cercetare, cu contributia autoritatii de reglementare
si a operatorilor din domeniul energie.

In perioada 1985-1995, CEE a reprezentat tema principala n
elaborarea unor teze de doctorat [4], Tn realizarea unor contracte de cercetare
intre universitati de profil si agenti economici din sector si prin participarea
expertilor la conferintele internationale de profil [5].

Aparitia Tn anul 1992 a rapoartelor CIGRE privind indicatorii de
CEE bazati pe analiza statistica Tn cazul regimurilor periodice nesinusoidale,
nesimetrice si flicker, cu luarea Tn considerare a Probabilitatii Cumulative
CP 95% a reprezentat un moment important Tn cresterea gradului de
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acceptabilitate a metodologiilor de calcul al indicatorilor CEE pe baza
analizelor statistice, stiut fiind caracterul stochastic al aparitiei acestor
perturbatii in sistemele electroenergetice [6].

Analiza statistica a curbelor de tensiune si/sau curent electric in
sistemele electroenergetice se realizeaza cu urmatoarele intervale de timp
standardizate:

o Ty - interval de timp foarte scurt - 3 sec
o T - interval de timp scurt - 10 min
o Ty -interval de timp zilnic -1zi

o Ty - interval de timp saptaméanal - 1 sapt.

Valorile pe intervalul de timp foarte scurt se calcueaza pe baza
valorilor efective masurate pe un interval de 10 perioade ale tensiunii
alternative. Valorile pe intervalul de bazid de 3 s (Ty) se determind ca
valoarea efectiva a celor 15 valori masurate pe intervalul de 10 perioade.

Valoarea tensiunii/curentului electric se calculeaza ca radacina medie
patratica pe fiecare armonica, cu toate cele N semnale achizitionate la 3 sec
- Uhvs /Ihvs;

Pe fiecare interval de 10 min se calculeaza Uy, / Ihsh, Ca Valoare medie
patratica, pe fiecare armonica, a celor 200 de valori Uyys, respectiv lny;

Pe intervalul zilnic / saptamanal se calculeaza Probabilitatea
Cumulativa 95% (CP 95%), care trebuie comparat cu valorile limitd admise
de standarde.

Tn acea perioada, reglementirile din domeniu din Romania, privind
regimurile periodice nesinusoidale, nesimetrice si de fluctuatii de tensiune (cu
efect de flicker), au tinut seama de aceste propuneri la nivel international si au
inclus noile metodologii de masurare si calcul al indicatorilor CEE [7].

Activitatile de cercetare din domeniul CEE din acea perioada, au
inclus pe langa dezvoltarea conceptului de CEE si dezvoltarea aparaturii si a
tehnicilor de masurare in domeniul CEE. Au fost efectuate cercetari n trei
directii, dupa cum urmeaza:

e Construcria analizoarelor de CEE — au fost construite primele
analizoare de CEE din Romania (1992-1994), integrate intr-un
calculator PC si cu interfata de conectare la process prin traductoare
LEM sau aparat dedicat [8];

e Elaborarea documentaiei de achizifie a analizoare de CEE
specializate (1996);

e Utilizarea analizoare performante (Ex BMI 7100) si efectuarea de
masurari in instalagiile operatorilor de distribugie de energie
electrica.
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In figura 2 este prezentati schema bloc a analizorului dezvoltat pentru
achizitia si prelucrarea statistica a datelor in cazul marimilor nesinusoidale
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Figura 2. Sistem de achizitie a datelor si analiza a regimului deformant (1994)
si rezultate obtinute (1993) prin masuratori si analiza statistica conform [3], [5]

Modelul dezvoltat pe baza schemei din figura 2 a permis obtinerea
primelor rezultate privind distorsiunile determinate de tractiunea electrica.
Tn perioada 1996-2005, sunt de remarcat cateva momente importante
in evolutia CEE.
e Diversificarea echipamentelor pentru masurari de CEE si calcul al
indicatorilor de CEE
¢ Elaborarea si publicarea raportului CIGRE Indicatori si Obiective
de CEE (Power Quality Indices and Objectives). La elaborarea
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raportului publicat in CIGRE - ELECTRA nr 281/2004 a
participat si un expert din Romania, alaturi de experti din alte 21
tari [9].

e Initierea si desfasurarea la fiecare 2 ani a Simpozionului National
,»Calitatea Energiei Electrice”, devenit traditional la Targoviste,
sub organizarea Electrica SA si a universitatilor UPB si UVT.
Acesta a ajuns in anul 2019 la a 13-cea editie si reuneste de fiecare
data experti, studenti, cadre universitare, reprezentanti ai
reglementatorului si ai operatorilor economici din sectorul energie
din Romania si uneori si lucrari din strainatate (Figura 3).

e Aparitia primelor cursuri universitare dedicate CEE la
universitatile de profil Inginerie Energetica / Inginerie Electrica
din tara.

e Aparitia suporturilor de curs pentru studenti [10];

e Dezvoltarea, impreund cu operatori din sistemul electroenergetic
si specialisti din cercetare §i proiectare, la care au participat si
reprezentant ai firmelor care comercializau analizoare, a unui
program amplu de determinari in noduri reprezentatice din sistem.

B

1 Simpozion  “CALITATEA ENERGIEI ELECTRICE

| CEE 2005
\ /\ / /‘ A5 3

Targoviste
.

Figura 3. Simpozionul National ,,Calitatea Energiei Electrice” — Editiile 1999 — 2005

Implementarea primelor instalatii eoliene in Romania in cadrul
programului de reducerea amprentei de carbon a sistemului electric a permis
analiza efectelor acestora asupra indicatorilor de calitate a energiei electrice
in reteaua electricd in care sunt conectate. in figura 4 este prezentatd o
imagine de la studile efectuate la o centrala eoliand din Dobrogea, pentru un
interval si sunt indicate nivelurile de flicker pe termen scurt Py Tnregistrare
pe un interval de timp de 560 minute.
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Figura 4. Determinari privind nivelul de flicker la o instalatie eoliana

Tn figura 5 este indicat sistemul de monitorizare a indicatorilor CEE
utilizat la un operator de distributie
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Figura 5. Schema de principiu a primului Sistem de Monitorizare on line a indicatorilor de CEE din
statii si posture de transformare ale unui OD (2002)
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3. Evolutia CEE in perioada 2006 - 2020

Aparitia Standardelor de performanta (SP) si a Codurilor tehnice
de retea, pentru activitati de transport si distributie a energiei electrice, care
au fost elaborate de catre ANRE pe baza documentelor elaborate si acceptate
de catre ENTSOE, EURELECTRIC, ACER a constituit un moment
important in dezvoltarea CEE. Dupa implementarea acestor prevederi ale
legislatiei secundare, reglementatorul, aplicind prevederile SP privind
serviciul de transport, de distributie si de furnizare, poate lua masuri de
penalizare pentru neindeplinirea de catre operatori a prevederilor
reglementarilor. SP reprezintd un cadru de reglementare adecvat cresterii
performantei serviciilor energetice efectuate de catre operatori In serviciul
clientului — utilizatorul de energie electrica.

In figura 6 sunt prezentate citeva dintre cartile elaborate pentru a
pune la dispozitia operatorilor in domeniul CEE a instrumentelor necesare
achizitiei datelor, a prelucrarii acestora, evaluarea nivelului de calitate si a
propunerilor de solutii pentru incadrarea indicatorilor de calitate in limitele
admise.

La nivelul OTS (Operatorul de Transport si Sistem) si al OD-urilor
(Operatorilor de Distributie) au fost dezvoltate Sisteme de monitorizare a
CEE, conform conceptului ,,Un singur punct pentru centralizarea si
managementul datelor din CEE”

oo acrncs
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Figura 6. Carti aparute in domeniul CEE

Studiile efectuate de colectivele mixte de cercetare din exploatare,
cercetare §i Invatdmant au permis dezvoltarea unor preocupari pentru
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obtinerea unei cantitati importante de informatii care au asigurat
monitorizarea indicatorilor de performantd, din punct de vedere al calitatii
serviciului la operatorii de distributie. Conform cerintelor SP, anual sunt
transmise la ANRE Rapoartele anuale privind CEE la nivelul fiecarui OD
si OTS, iar reglementatorul integreaza datele si elaboreaza un raport la
nivelul tarii.

In figura 7 este indicata variatia indicatorilor de performanti SAIDI
si SAIFI in intervalul 2011-2108, fiind pusd 1n evidentd importanta
cunoasterii acestor indicatori pentru actiunile de imbunatatire a serviciului
de alimentare a utilizatorilor.
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Figura 7. Evolutia indicatorilor SAIFI si SAIDI
in perioada 2011 — 2018
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Bazele de date cu masurari ale indicatorilor CEE stau la baza
analizelor privind elaborarea si impactul asteptat al legislatiei secundare de
catre reglementator.

Influenta cresterii numarului si puterii totale a surselor regenerabile
de energie de puteri mici au reprezentat teme studiilor desfasurate in ultimii
ani. Au fost de asemenea abordate subiecte precum: propagare perturbatii, Tn
zonele de retea de transport si/sau de distributie si regimurile de functionare
insularizata a zonelor de retea electrica, avand conectate surse de producere
a energiei electrice distribuite.

Consecintele care apar asupra CEE prin scaderea puterii de
scurtcircuit Tn SEN, datorate reducerii surselor de generare conventionale
(generatoare sincrone, cu inertie mecanica). Aceasta situatie conduce la
reproiectarea sistemelor de compensare / atenuare a perturbatiilor si control
al tensiunilor (STATCOM, SVC), necesitand solutii foarte clar reglementate
de suportare a costurilor.

Studiile efectuate privind impactul centralelor fotoelectrice asupra
calitatii energiei electrice frunizata utilizatorilor din zond au stat la baza
elaborarii de normative privind conditiile de conectare a acestora si
eliberarea avizelor de racordare.

4. Perspectivele evolutiei CEE in urmatorul deceniu

Perspectivele domeniului CEE in perioada urmatorului deceniu, sunt
strans legate de evolutia tehnologiilor IT si Comunicatii, evolutia
tehnologiilor privind electronica de putere si ale cadrului de reglementare.

Tendintele care se intrevad pot fi urmatoarele:

1. Integrarea aplicagiilor informatice in platforme comune la
nivelul OD.  Aplicatiile existente de tip ERP (Enterprise
Resource Planning) se vor integra cu sistemele de control al
proceselor energetice de tip SCADA, sistemele de protectii, cu
sistemele GIS (Geografic Information System) si Sistemele de
monitorizare a indicatorilor CEE.

2. Influengele sistemelor de stocare a energiei electrice asupra
redesenarii Sistemelor de transport si distribugie. Stocarea
centralizata, dar mai ales descentralizata a energiei electrice va
avea un impact important asupra conditiilor de functionare ale
sistemelor electroenergetice, impact care trebuie evaluat.

3. Utilizarea tehnologiilor noi pentru cresterea Eficiensei
energetice. Implementarea acestor tehnologii se va face pe baza
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analizelor cost/beneficiu, luadnd n considerare atat avantajele
acestor tehnologii dar si costul masurilor care trebuie adoptate
pentru limitatea impactului asupra indicatorilor de calitate a
energiei electrice

4. Unificarea indicatorilor de CEE, standardizare a metodelor de
masurare

5. Utilizarea soluyiilor de prognozare a indicatorilor de CEE in
zone ale RED

6. Studiul Interarmonicele si fenomenele tranzitorii in cadrul CEE

7. Triunghiul Regele Inteligente - Surse Regenerabile de Energie —
CEE. Sunt cunoscute deja influente reciproce ale celor trei
concepte, concept si tehnologii care sunt Tn dezvoltare in
perioada urmatoare. Studiile aprofundate ale acestora constituie
provocari ale cercetarilor din deceniul urmator.

8. Aparitia , agregatorilor energetici” $i a ,,comunitatilor
energetice” va necesita elaborarea unor noi reglementari privind
functionarea acestora astfel incat sa asigure calitatea energiei
furnizate beneficiarilor.

6. Concluzii

Cateva cercetari au prefigurat inca din anul 1994 necesitatea de
stabilire a cadrului de reglementare in domeniul CEE [4] [7]. Realizarea
propriu zisa a fost posibila dupa mai bine de 15 ani, cand au aparut SP
pentru serviciile de distributie, transport si furnizare a energiei electrice, care
cuprindeau prevederi pentru CEE atat din punct de vedere al aspectelor
tehnice cat si comerciale.

Evolutia reglementarilor din domeniul CEE din Romania a urmat
evolutia tehnologiilor din sectorul energie pe plan internagional, iar
implementarile din Romania, mai ales in reglementarea autoritatii ANRE, au
avut un rol important in cresterea calitatii energiei electrice furnizata
utilizatorilor .

Un moment de referinta, care a determinat alinierea legislativa a
sectorului energie din Romania la prevederile Uniunii Europene (UE), I-a
constituit aderarea Romaniei cu drepturi depline la UE in anul 2007.

Tehnologiile progreseaza cu o viteza foarte mare, strategiile si
scenariile Europene si Mondiale legate de schimbarile climatice definesc tinte
foarte ambitioase, iar domeniul CEE trebuie sa se alinieze la acestea, prin
cercetari privind impactul acestora asupra aspectelor tehnice, comerciale si de



52 Stefan Gheorghe, Nicolae Golovanov

reglementare a CEE in noile structuri ale sistemelor de energie electrica.
Necesitatea de a asigura utilizatorilor energia electrica la standarde de calitate
din ce in ce mai Tnalte a ramas o cerinta care trebuie respectata.
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ANEXA

MOMENTE RELEVANTE IN DOMENIUL CEE

Rezultate ale masurarllor marlmllor electrice si anahzelor pentru CEE
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Abstract: This paper is a documentary study on CO, capture by post-combustion
technology, considered as the most important greenhouse gas. Romania'’s integration into
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CO, Post-combustion capture is the most advanced technology that can be
easily adapted to the large capacities installed in the thermoelectric power plants. The
principle of the method consists in the chemical absorption of CO, from the flue gas
using a solvent (amine or cooled ammonia) with an approximately 95% efficiency.

However, this technology has a disadvantage, consisting in the steam
consumption required for the chemical solvent regeneration , resulting in 15-20%
energy penalties, and the overall energy efficiency of the thermoelectric power plants as
well. At the same time, the economic indicators are also influenced by the integration of
the CO, absorption process, which ultimately translates into an increase in the cost of
electricity production. The main objective of the paper consists in the operational and
investments costs estimation of a power plant with CO, post-combustion capture
process.
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politica energetica au dus la cresterea concurentiei de piafd, implicand totodatd
competitivitatea tehnico-economicd, siguranta in functionare si protectia mediului
pentru domeniul energetic.

Captarea CO, post-combustie este consideratd cea mai dezvoltatd dintre
tehnologiile actuale ce poate fi adaptata cu usuringa la capacitagile mari instalate in
centralele termoelectrice. Principiul metodei consta in absorbtia chimicd a CO, din
gazele de ardere utilizdnd un solvent (amind sau amoniac rdcit), cu o eficientd de
aproximativ 95%.

Totusi, aceastd tehnologie prezintd un dezavantaj, si anume consumul de abur
necesar regenerdrii solventului chimic ce conduce la penalitdti energetice de 15-20%,
afectand eficienta globala a centralelor termoelectrice. Totodatd, integrarea
procesului de absorbtie chimica a CO, influenteaza indicatorii economici, ceea ce se
traduce n final prin cresterea costului productiei de energie electricd. Principalul
obiectiv al articolului constd in estimarea costurilor de investitie si de operare ale
unei centrale termoelectrice prevazuta cu captare de CO,.

Cuvinte cheie: Captare CO,, post-combustie, solvent chimic, costuri,
energie electrica

1. Introduction

The demand for energy with a clear upward trend in the world market
presents a complex transition, divided by several dimensions: geopolitical,
economic, technological and climatic. These evolutions are modeling new
strategic partnerships, with security, investment, trade, and technological
components. From the perspective of the latest EU documents, environmental
security becomes the fundamental idea of sustainable development.

All governments should motivate the business sector to invest in a
cleaner global economy with low carbon emissions. The EU has already
taken a first step in the Spring European Council of 1990, putting a binding
target for the whole Union to reduce greenhouse gas emissions by 20% by
2020. Another objective set then was a contribution of 20% of renewable
resources to the total energy consumption of the European Union by 2020.

Romania has expressed its support for strengthening the role of the
EU in the world leaders in combating climate change, through a
commitment to reduce the level of greenhouse gas emissions at the
Community level by 20% by 2020 (StopCO2, 2010). For this purpose, in
2008, the National Strategy for Sustainable Development of Romania,
Horizons 2013-2020-2030 was approved.

In the National strategy for sustainable development, the main
objectives are set out "aimed at maintaining, consolidating, expanding and
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continuously adapting the structural configuration and functional capacity of
natural capital as a foundation for maintaining and enhancing its capacity to
support the pressure of social development and economic growth and the
foreseeable impact of climate change" ™.

It is no secret that the most important pollutant is CO,, due to the
large quantities released in the atmosphere, over 30 billion tons annually. It
is estimated that CO, has increased by 50% faster in 2016 than the average
over the last decade, leading to an increase of 45% above the pre-industrial
age level, i.e. the highest concentration in the last 800,000 years.

Worldwide, electricity is produced by about 60% by burning coal,
50% of extracted oil is used in transport, and natural gas is used in heating
housing, but also in electricity production. The sudden halt in the use of
fossil fuels for all these basic processes risks leading to the collapse of the
current society. It was thus decided to gradually give up coal, oil, and gas,
while in parallel, seeking solutions to capture emissions from fuel processing.

From the point of view of those who will continue to exploit oil, coal
and natural gas, the reduction of pollution resulting from the combustion of
fossil fuels is possible through CCS technologies (Carbon Capture and
Storage). CO; could be stored at large depths, in layers of rock or even in the
oceans (but with great risks for the aquatic area), or it could be injected to
extract oil or methane. It is also used, in small amounts, unfortunately, in
various activities (food industry, chemical industry, agriculture, the
manufacture of carbon fiber). Another method of storage would be natural,
in the biosphere, but the disadvantage of slow absorption of CO, by plants
and large areas needed for the rehabilitation of forests. This method,
however, fits for storing excess CO, from the atmosphere.

The most effective method will be considered the one with the lowest
costs and the best yield, rentable for the great players in the field of energy.
The main objective of the present article is to estimate the investment and
operating costs of a thermoelectrical power plant with CO, capture.

2. Presentation of the post-combustion CO, capture process by
chemical absorbtion

The last two decades have brought new studies that both technically
and economically approach the improvement of carbon capture and post-
combustion storage resulting from the energy industry. Post-combustion at
the moment is the most advanced technology that can be used for processing
large quantities of CO, produced by coal-burning power plants. This consists
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of separating CO, from residual gases using various solvents (amine, chilled
ammonia). Research shows that the method of cooled ammonia can remove
up to 95% of CO; retained from the combustion gases.

The technology is applied both to coal plants and fuel gas stations or
any high-capacity stationary installations. Oxygen enriching the combustion
air can lead to the improvement of this technology, but it involves new costs
related to obtaining the oxygen flow.

Although there are some appropriate technologies, CO, capture has
not yet been optimized for widespread application in thermoelectric power
plants. Intensive research is being carried out in many countries to study new
concepts and improve existing technologies.

Post-combustion capture technology is the method by which CO; is
removed from burnt gases resulting from the combustion process of fossil
fuels (gaseous, liquid or solid) in order to obtain electricity. The main path
of CO, capture is described in Figure 1:

Thermal and
lectrical ensrzy Co. - CO, storage
Foszsil fuels {

(coal, natural
=as, oil, biomass)

EE—
Energy Burning gazss ; i

gy . 5 53588 C0, separation [——————— Treated combustion
CONVErsLON

- gases

Figure 1. Technological diagram of CO, post-combustion capture process

The presence of other emissions in the combustion gases affects the
absorption process and leads to the degradation of the solvent used. It needs to
minimize their concentration for better efficiency of the absorption process.

The chemical solvents used are the base type which is able to react
reversibly with CO,. It is very important that following the reaction between
CO; and solvent, the resulting compound be stable enough to not rapidly
decompose in the absorption column, but at the same time be easily
decomposed into CO, in the desorption column, with minimal thermal
energy consumption. Another necessary characteristic is a low viscosity,
needed to avoid high pumping costs, provide good thermal transfer
properties, reduced heat capacity in order to minimize heating requirements
and to present stability and low corrosion degree.
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A category of compounds that balance both the moderate base
character and low volatility are the organic amines underlying the majority
of chemical solvents used in CO, absorption 2 B!, The structural formulas of
the studied amines are shown in Figure 2.

HD
Dethanol-amine Wethvl-disthanol-amine

Figure 2. The structural formula of some amines used in post-combustion

The most used amine is monoethanolamine MEA, but also secondary
and tertiary amines can be used in various mixtures. Monoethanolamine, also
known under the names of 2-aminoethanol or ethanolamine, is an organic
compound with the formula HO-CH,-CH,-NH,. From the chemical point of
view, it is both primary alcohol and a primary amine, due to hydroxyl and
amino groups. It is a colorless and viscous liquid with the specific smell of
ammonia.

The main challenges to be taken into account for the process of carbon
capture in solutions with amines are impurities that can affect efficiency:
sulfur dioxide (SO,), nitrogen oxides (NOy), material particles (PM) and other
acidic gases. One of the most important impurities is oxygen, which has a
solvent effect on the amine solution.

More treatment and treatment steps are needed. The combustion gases
are first deducted, then passed through a cooling system to reach the required
temperature of the disulfide/desulphurization process. The desulphurization
process takes place in a gas scrubber where sulfur oxides are retained. SO,
reacts irreversibly with the amines, initially forming sulfuric acid, then the
reaction will continue with its dissociation of protons and sulfites ions SOs%,
which will accumulate in the treatment columns. Reducing the sulfur content
of burnt gases before absorption decreases the risk of rapid degradation of the
amine solution during the absorption process.

The desulfurized gases are introduced by the lower part of the
absorber. The amine solution will be injected through nozzles located at the
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top of the column. The two phases will come into contact in countercurrent,
circulating through a layer filled with Raschig rings.

The reaction CO; - MEA is a reversible one: CO, absorption occurs
at low temperatures in the amine solution, and most of the CO, will be
absorbed by heating. Then the rich in CO, absorber is introduced into a heat
exchanger, where, in countercurrent, the solution is heated by hot
combustion gases to the temperature necessary for separating MEA from
CO,. The poor absorbent is subsequently recirculated into the absorber. The
effectiveness of CO, elimination as a typical target is 90%; the application
of processes with efficiency between 50% and 90% can be achieved in a
well-designed absorber.

CO; and water produce carbonic acid that reacts with the amine
solution in the absorption column, forming chemical compounds
(carbamate) and resulting in the elimination of CO, from the gas flow. The
primary absorption reaction can be written in ionic form, as follows:

2R-NH, + CO; (g) <> R-NH3" + R-NH-COO 1)

in which R-NHj; represents the amines used in the process.

In reaction (1) the molecular ratio amine/CO; is 2 and the protonated
molecular ratio of amines/CO, products (carbamates) is 1. Other ratios may
be used. At high temperatures, the reaction is reversed, releasing CO; in a
concentrated form [,

A schematic representation of the entire post-combustion
technological process is shown in Figure 3 !,
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Figure 3. Post-combustion CO, capture facility using amines-based solvents
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Another solvent used successfully in the post-combustion CO,
capture is the cooled ammonia. An aqueous solution is used with ammonium
carbonate, under normal conditions of temperature and pressure for CO,
absorption. The net advantage is the stability of the solution to the traces of
oxygen or acids from the combustion gases, which leads to the decrease of
operating and maintenance costs OPEX during the operation of the
installation. Operation at low temperatures allows even the use of residual
energy, unavailable for other post-combustion CO, capture technologies.
Residual liquid gases and effluents are harmless, i.e. no additional treatment
facilities are required.

The reagent used is ammonia, a compound available at any given
time on the global market from several sources. As the availability of
reagents influences both filling and replenishing during operation, it is an
important factor both for the cost of initial investment and for subsequent
operating and maintenance costs.

The general chemical reactions associated with the CO, capture
technology in the cooled ammonia process are defined in the following
equations (2) - (4) "

CO, (g~ COz(aq) (2
(NH4)2C03 (aq) + CO, (aq) + H,O (aq) > 2(N H4)HCO3 (aq) (3)
(NH4)2C03 (aq) « (NH4)NH2C02 (aq) + H,O (aq) (4)

The chemical reactions in the cooling process of ammonia are all
reversible, and their direction depends on the pressure, temperature, and
concentration of the various components, even impurities in the system. At
low temperature, the equations (2)-(4) are exothermic and thus, the direction
from left to right requires the elimination/loss of heat from the main process
to maintain the desired CO, absorption temperature. At high temperature,
equations (2)-(4) are endothermic reactions in the right-to-left direction that
require energy to produce the desired products.

3. Advantages — disadvantages of integrating the chemical
absorption process into a thermoelectric power plant

The selection of post-combustion CO, capture technology is based
on the type of each project that provides for the use of fossil fuels. The site
will be accounted for, the technological limitations, the specifics of the
integration, the actual operating program and the possibility of upgrading the
installations. Obviously, the chosen technology must not be reflected in the
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increased prices of the energy provided to the final consumer. Current
research will be quantified at the end of the cost per unit of CO, tons captured.

The two methods presented, the post-combustion CO, capture with
amines or with cooled ammonia, have different strengths, but also
inconveniences.

As prime advantages in the case of amines, we can speak of
technological advantages: more CO, captured with more energy efficiency,
lower chemical consumption due to the low degree of dissolution, effluents and
less waste, lower corrosion, i.e. installations with longer lifespan, advanced and
flexible schemes that can adapt to the sense of energy efficiency.

Another aspect to be considered is economic. Initial investment
expenses are lower in the case of amines but operating and maintenance costs
are higher due to the price of chemical sinks solutions. Requiring more
complex chemicals, additional authorizations and studies are needed.

In the case of cooled ammonia, it is possible to discuss other
advantages: low reaction temperature, high CO, load, higher pressure
regeneration, impurities resistance and a low price of the reagent. The initial
financial investments are higher due to the more complex system than in the
first case but are depreciated over time through lower operating and
maintenance costs thanks to the more readily procured chemical absorbent,
ammonia. Still thanks to the type of substance, there are the facility and
authorization procedures.

Regarding disadvantages, it is considered: significant energy
consumption (steam, electricity, cooling water), the complexity of installations
and implicit costs, increased toxicity of chemical solvents.

4. Influence of the integration of chemical absorption processes
on the economic indicators of a power plant

Global requirements demand a reduction of global energy
consumption by 20% by 2020, i.e. energy efficiency, taking into account
environmental protection laws. In order to have a concrete example, in our
country, the national energetic system-NES is composed of the technologies
of the '70, which are at the limit of the operating life. It is, therefore,
necessary to have a technical and economical vision of clean electricity
production for the development of NES from the perspective of the years
2020-2035.
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New technologies are subject to the regulations of the European
IPPC Directive, best available technologies-BAT, in full compliance with
Directive 2010/75/EU on industrial emissions for integrated prevention and
control of pollution. It is estimated that in the next period, still coal will be
the basic fuel in the energy field, and for this, the best available BAT will be
burning spray, burning in the circulating fluidized layer and the cycle
combined with integrated gasification.

Theoretical computing models can be designed for investments needed
to modernize a thermoelectric plant ©. A proposed theoretical example can be
an electric power plant with 300 MW, which uses post-combustion CO,
capture by chemical absorption, using three types of solvents:
Monoethanolamine-MEA, Diethanolamine-DEA and Triethanolamine-TEA,
in concentrations of 30% each. The CO, absorption technology can bring
energy penalties according to the absorbent solution, as follows:

Table 1. The theoretical model of a power plant with 300 MW

MEA DEA TEA
Mass concentration (%) 30 30 30
L/G Ratio 1,13 2,46 4,79
(mol liquid/mol gas)
Thermal energy 2,37 2,12 3,61
consumption (GJ/tCO,)
NET power (MW) 300 300 300
No capture CO,
NET power (MW) 231 243 245
With capture CO,

The economic evaluation by using the theoretical model defines the
cost of electricity as the sum of the cost of capital, operating and
maintenance costs, as well as the cost of fuel. The costs of transport, storage,
and monitoring of CO, emissions have not been taken into account:

Ctot invested for each solution = Cinv + COperating+Mentenance (5)

The cost of investment Ci,, for chemical absorption of CO,
involves expenditure with the cooling and drying system of flue gases and
the absorption column — direct cost with contact cooler Cpcc. Other
expenses included are the costs of the heat exchanger - Cux, with the solvent
used - CsoL and the reheating unit - Cgg.

Cinv=Cpcc+ Chx + CsoL + Crs (6)
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In turn, intermediate investment costs can be determined using the
following equations:

Cocc = 164010-(Qrg /369)°° (7)

Chix = 492330-(Mg/38)"° (8)

CsoL = 196350‘(M002/26)0'6 (9)
Crs = 90-(Mco:Mwea/56126)°° (10),

where Qg represents the gas flow in kg/h, Ms flow of the mass solvent in
kg/h, Mco2 the CO; flow in kg/h, and Myea the flow of MEA in kg/h.

In order to approximate capital costs, the Cqp+men, from the literature
[l may present a series of estimates according to Table 2.

Table 2. Estimates for the economic assessment of a thermoelectric power plant

Component Value
Fixed operating and maintenance costs 12.96€/kW-yr
Variable operating and maintenance costs 355 € MWh
Cost solvent-amine 2100€/tonne
The service life of the plant 30 yrs
Annual Operating Duration 8000 h/yr
Cost amine 5€/tonne CO, absorbed

In order to be able to visualize the technological influence on the
economic indicators of a power plant, it will take as a real example the case
of a gas turbine plant with combined cycle, from Norway . It has been
redesigned and optimized, including combustion gas recirculation and a
thermal recovery system of amine, to capture 90% of CO, in a 30% solution
of MEA (with low cost). BAT includes gas recirculation, while the state-of-
the-art technology removes gases after passing through the amine solution.
The performance in the three cases is compared in table 3 .

Table 3. Performance evaluation of a power plant with CO,-capture

No CO; capture With CO, capture | CO, Capture
Classic power plant | State-of-the-art BAT
NET output power, MW 413 367 361
NET electrical efficiency,% 58 49 50
CO, Emissions , g/kWh 363 56 60
Specific costs, $/kW 100 132* 143*
* Without the cost of amine
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In tables 4 and 5 are presented the specific technical and economic
indicators of several types of power stations " M and ordering their
economy after the unit cost updated for the lifetime, depending on the
analysis horizon (2020 or 2030), of scenarios on the evolution of fuel prices
and the cost of trading tons of CO,.

Table 4. Ordering after the updated cost of electricity produced in different types of
technologies functioning in the base, load factor 80-90%

YEAR

2020

2030

Power plant type

Groups on fossil fuels

without CCS

[Euro/MWh net]

Groups on fossil fuels

with CCS

[Euro/MWh net]

Unit Cost of tonnes of CO,,
Euro/tCO,

20 Euro

40
Euro

40 Euro

60
Euro

The price of lignite

Min.

Max.

Min.

Min.

Max.

Min.

1

Existing groups of 330 MW,
on lignite, rehabilitated

54.21

65.38

73.74

Nuclear groups:

- gr.3, 4 of 720 MW,
Cernavoda

66.30

66.30

66.30

- group of 1100 MW in a
new plant

60.84

60.84

60.84

New group - 500 MW with
overcritical parameters on
lignite in the country

71.99

81.32

90.02

91.4

102.99

93.65

New Group - 800 MW on
gas, combined cycle with
gas turbines

84.40

84.40

91.01

91.55

91.55

92.21

New Group - 800 MW with
overcritical parameters on
import coal

91.95

91.95

104.95

118.74

118.74

120.24

Group of 30 MW, steam
cycle, biomass

183.06

183.06

183.16

147.56

147.56

147.75

Group of 330 MW,
rehabilitated with CCS-
Demonstration project ”

84.62

96

86.72

*) 50% of the investment in CCS is not taken into account in the calculation being insured from
EU non-refundable funds
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Table 5. Ordering after the updated cost of electricity produced by different types of
technologies with reduced usage duration or with peak operation, charging factor 15-24%

Year 2020 2030
[Euro/MWh net] | [Euro/MWh net]
Unit Cost of tonnes of CO,, 20 Euro/tCO, 40 Euro/tCO,
1 | Group of 1.5 MW Wind power 112.8 102.1
2 | Hydropower plant, peak, and half peak *) 100.7 100.7
3 | Group 200 MW gas turbine with open circuit 139.9 145.2
4 | Solar photovoltaic plant 335.5 210.6

*) Power plant operating in the peak and a half peak area of the electric load curve

A recent example of investing for the modernization of an energy
complex in our country is The Energy Complex Oltenia, one of the largest
national energy producers. For 2018 were planned investments of 665 million
RON, the largest amount invested in the last three years at the company level
(12 Of the total amount of 665 million RON, the majority will be assigned for
the capital repair of Group no.5 at Rovinari, but also in environmental
investments, and 160 million RON will be invested in surface mining activity.
A year ago, 400 million RON were allocated for modernization.

The EU finances action on climate change in a Member State
through five European structural and investment funds (ESI funds): the
European Regional Development Fund (ERDF), the European Social Fund
(ESF), the Cohesion Fund (CF), the European Fund for Agriculture and
Rural Development (EAFRD) and the European Maritime and Fisheries
Fund (EMFF). In addition, other EU financial instruments can promote
research and development on adaptation to climate change. These include
the Horizon 2020, the LIFE+ instrument that finances a wide range of
environmental projects and mitigation and adaptation to climate change (in
the multiannual financial framework 2014-2020, a dedicated LIFE+ fund for
Climate change has been created EUR 800 million), and the EU Solidarity
Fund for natural disasters 141,

5. Conclusions
Romania needs to integrate into the structures of the European

Economic Community and harmonize its national energy policy with
Community rules due to the liberalization of the electricity market, involving
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competition, technical and economic competitiveness, safety in operation
and environmental protection. For the period 2013-2020, there is a
framework for implementing a serious program for modernization of the
Romanian energy sector.

Investments in NIP will be able to receive, in the form of grants, an
important percentage of the value of the investment, thus gaining credibility
in front of banking institutions and potential investors.

All anthropogenic activities that take place in the environment
interact with it, causing a series of changes. As long as they keep under a
certain limit, nature, through its cyclical processes, manages to compensate
for the transformations. When overcoming the threshold, imbalances occur
that can no longer be offset by natural processes with the possibility of
irreversible environmental change. It is necessary to rethink all economic
activities in relation to their impact on the environment, by developing even
a new science, namely, the economy of the environment.

The concerns of the last 20 years in the field of researchers focused
on the development of CO2 capture, transport and storage technologies and
the effort to demonstrate their effectiveness. Carbon dioxide capture and
storage technology — CCS is a key element of the EU's long-term climate
policy, being the only technology that allows the continued use of fossil
fuels.

The selection of the BAT for CO, capture is performed according to
the specifics of the energy activity in development or modernisation. Finally,
the technology chosen must bring a minimum change in the price of the heat
and electric energy delivered to the final consumer.
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Abstract: The paper analyzes, based on concrete data, some directions of
development of the distribution operators, how they act to digitize the processes of
driving the electrical distribution networks, to reduce the maintenance costs, reduce the
technical losses and improve the power supply service. of users, by tracking the
performance indicators SAIFI and SAIDI. The actions for the implementation of the GIS,
MWM and MDM systems within the Oltenia Energy Distribution (DEO) operator are
presented. Aspects regarding the advanced system of electricity distribution
management (ADMS) are analyzed, underlining the advantages of this system for
increasing the DEO performance.

As a case study, the paper analyzes the solution for the automatic control of
the electricity distribution network, using a software platform, to ensure the increase
of the network performance, by improving the power supply of the users and
optimizing the use of the distribution network. The solution analyzed refers to the
medium voltage network, is practically implemented and includes three overhead
lines, provided with 5 reclosers mounted on each line. The systems implemented in
DEO are also indicated, systems which play an important role in the digitization
process of the distribution operator.

The paper highlights the importance that must be given to the development of
intelligent networks, real-time control, monitoring and modern network management.

Keywords: advanced distribution management system (ADMS), power
supply service to users, digitization of distribution processes

Rezumat: Lucrarea analizeazad, pe baza unor date concrete, cdteva directii
de dezvoltare a operatorilor de distributie, modul in care acestia actioneazd pentru
digitalizarea proceselor de conducere a retelelor electrice de distributie, pentru
reducerea costurilor de mentenantd, reducerea pierderilor tehnice si imbundtatirea
serviciului de alimentare cu energie electricd a utilizatorilor, prin urmdrirea
indicatorilor de performanta SAIFI si SAIDI. Sunt prezentate actiunile pentru
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implementarea sistemelor GIS, MWM si MDM in cadrul operatorului Distributie
Oltenia. Sunt analizate aspecte privind sistemul avansat de management al distributiei
de energie electrica (ADMS), subliniind avantajele acestui sistem pentru cresterea
performantgelor DEO.

Ca studiu de caz, in cadrul lucrarii se analizeaza o solutie pentru controlul
automat al regelei electrice de distributie, utilizand o platforma software, pentru a
asigura cresterea performantei retelei, prin imbundtdtirea serviciului de alimentare a
utilizatorilor §i optimizarea utilizarii retelei de distributie. Solutia analizata se refera
la refeaua de medie tensiune, este implementata practic si include trei linii aeriene,
prevazute cu 5 reclosere montate pe fiecare linie. Sunt indicate si  sistemele
implementate in DEO care au un rol important in procesul de digitalizare a
operatorului de distributie.

Lucrarea pune in evidenta importanta care trebuie acordata dezvoltarii regelelor
nteligente, controlului in timp real, a monitorizarii si managementului modern al refelei.

Cuvinte cheie: sistem avansat de management al distributiei (ADMS),
serviciu de alimentare a utilizatorilor, digitalizarea proceselor din distributie.

Notatii utilizate in lucrare:

JT - nivel de joasa tensiune;

LEA - linie electrica aeriana;

IT/MT - nivel de 1naltd/medie tensiune;
oD - Operator de Distributie;

SCADA - Supervisory Control and Data Acquisition
ADMS - Advanced Distribution Management System;

AM - Asset Management
DEO - Distributie Energie Oltenia;
GIS - Geographic Information System

MDM - Metter Data Management
MWM - Mobile Workforce Management

SAP - Software baza de date

DMS - Data Management System
OMS - Outage Management System
RTU - Remote Terminal Unit

1. Comanda si controlul retelei de distributie, importanta
sistemului SCADA

Inca din anul 2008, in cadrul DEO a fost dezvoltat un sistem
SCADA care a oferit datele necesare pentru dispecerat si posibilitatea de
centralizare a centrelor de dispecerat de 110kV, MT si JT in Craiova si
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Pitesti, pentru 7 judete din sudul tarii (Arges, Valcea, Olt, Dolj, Gorj,
Teleorman si Mehedinti).

Sistemul SCADA permite controlul si monitorizarea urmatoarelor
tipuri de instalatii :

- statii electrice de transformare IT/MT;

- instalatii si echipamente din reteaua de MT;

- instalatii si echipamente din retcaua de JT care vor fi incluse in

viitor, prin dezvoltarea sistemului ADMS.

Sistemul SCADA a fost dezvoltat etapizat si a impus stabilirea unor
criterii de prioritizare a instalatiilor care urmau a fi incluse in sistem, avand
in vedere in principal urmatoarele aspecte:

- nivelul statiei in cadrul sistemului electroenergetic;

- necesitatea modernizarii avand in vedere starea tehnica a echipa-
mentelor;

- solutiile de realizare a cailor de comunicatie in concordata cu
conditiile impuse de sistemul SCADA;

- pozitia geografica, pentru asigurarea deservirii de catre turele
operative.

Etapele au fost stabilite in cadrul programelor anuale de investitii,
urmand ca in final toate cele 102 statii electrice de transformare fie integrate
in sistemul SCADA. Vor fi integrate toate echipamentele din statie cu toate
functiile acestora de protectie si automatizare si va fi asigurat volumul de
date necesar si suficient pentru controlul instalatiilor de la distanta,
asigurand siguranta, fard personal operativ local.

Sunt luate in consideratie urmatoarele categorii de instalatii si
echipamente:

- puncte de alimentare;

- posturi de transformare;

- reclosere (reanclangatoare automate);

- separatoare telecomandate.

Experienta acumulata in urma integrarii echipamentelor din reteaua
de MT intr-un sistem separat (SAD), dezvoltat la inceputul anului 1998, intr-
o configuratie regionald, bazata, iIn cea mai mare masura, pe protocoale de
comunicatie private. Sistemul a fost inlocuit incepand cu anul 2008 cu o
solutie de tip SCADA, dezvoltata de DEO, 1n care au fost incluse
echipamentele din reteaua de MT 1in sistemul SCADA dezvoltat in DEO,
astfel ca in prezent in sistemul SCADA al DEO sunt integrate circa 300 de
PA s1 PT precum si 1100 de reclosere si separatoare telecomandate.
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Arhitectura sistemului SCADA dezvoltata de DEO este are in vedere
structura geografica a centrelor de dispecerat, astfel incat sa raspunda
eficient cerintelor de exploatare. Arhitectura include interconectarea a doua
puncte centrale, care isi pot prelua sarcini in situgii speciale.

O atentie specila a fost acordata eficientei activitafii de dispecerizare,
stabilind necesarul optim de operatori in functie de structura controlata, de
volumul de munca si de importanta zonei. S-a considerat necesard promovarea
conceptului de flexibilizare a activitatii din cadrul dispeceratelor.

Conform acestui concept, notiunea de dispecer alocat unei zone de
responsabilitate fixa a fost inlocuita cu ,,post de lucru” la care se poate aloca
o zond variabila de responsabilitate. In acest sens, structura DEO a fost
impartita in 24 de zone (in medie cate 3...4 zone pe judet), alocabile dinamic
»posturilor de lucru” in functie de criterii de Incarcare stabilite pentru fiecare
schimb (figura 1).

Structura
Sistemului SCADA
CEZ Distributie

Figura 1. Zone de dispecerizare flexibila a retelei celor 7 judete din DEO.

Pe baza analizei rezultatelor implementarii conceptului flexibilizare
au fost puse 1n evidenta urmatoarele avantaje importante:
- A crescut numarul de statii de lucru SCADA;
- Orice statie de lucru MT poate prelua orice zona MT alocata
centrului operational;



74 lon Marin, Florin Bocai, Florinel Popescu, Paul-Mihai Mircea

- Cele doua centre principale de dispecer (Craiova si Pitesti) pot fi
accesibile si se pot prelua din orice centru (110 kV si MT);

- Se asigura o echilibrare a solicitarii posturilor de lucru;

- Se poate obtine o alocare dinamica, fara afectarea sistemului SCADA;

- Se constatd cresterea calitatii serviciului de dispecerizare in urma
implementarii conceptului de flexibilizare;

- S-aasigurat o standardizare a modului de lucru.

Daca initial sistemul SCADA a fost destinat pentru monitorizare i
comanda-control de la distantd, in prezent in cadrul DEO sunt in curs de punere
in practica proiecte care urmaresc pregatirea pentru digitalizarea operarii retelei:

= Proiectul SCADA & Reclosers are ca obiectiv principal
integrarea pana in anul 2023 a tuturor statiile de transformare in
sistemul SCADA. Este n curs de montare pe liniile de MV a 550
reclosere si inca 200 reclosere telecomandate vor fi instalate pana
in anul 2021. Se urmareste un raspuns rapid la aparitia unor
evenimente, reducerea ntreruperilor in alimentarea cu energie
electrica, Tmbunatatirea indicatorilor SAIFI si SAIDI, fara
cresterea costurilor operationale;

» Proiectul MDM & DMS care va permite stocarea, prelucrarea si
transferul blocurilro de date de la contoarele inteligente,
asigurand posibilitatea schimbului de date cu alte baze de date,
inclusiv cu date din GIS si SAP;

Aplicatia MDM  1isi propune sd asigure procesarea unitard si
omogena a informatiilor de la toate contoarele inteligente si de la cele
clasice, aflate in reteaua de distributie a operatorului pentru a asigura
coerenta proceselor operationale. Aceastd aplicatie este dimensionatd sa
conecteze un numdr de circa 1,2 milioane contoare inteligente si un numar
de 280.000 contoare clasice, care vor ramane 1in functiune datorita

Datele de la contoarele clasice sunt integrate in Aplicatia MDM,
pentru a putea procesa uniform datele de facturare si pentru aceste
contoarelor, In scopul obtinerii unei balante pe baze unitare si comparatii
intre clientii cu contoare inteligente si cei cu contoare clasice in ceea ce
priveste pierderile tehnice si eficienta energetica.

In figura 2 sunt indicate principalele finctionalititi si obiectiv ale
sistemului MDM.
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@ Importul datelor din contor Gestiunea / managementul
informatiilor / datelor furnizate de

subsistemul de masurare (contoare

inteligente);
Procesarea acestor date/informatii

!:P Procesares deteler in vederea atingerii scopurilor
operationale, inclusiv de

L eomsvestedme Aplicatia eficientizare a consumurilor
individuale de energie;

oogl Gestunesorginelor desenics MDM Orientarea spre implementarea

) contorizarii inteligente pe scara
o larga s scéderea consumulu mediu
de energie la nivelul locuintelor;
) [——" Interconectarea cu aplicatii
“ i existente de culegere de date de la
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si a rezultatelor de eficienta
energetica

E] Validare pe bara unor reguil predefinie

£

Figura 2. Functionalitati si obiective ale sistemului MDM

= Proiectul GIS este destinat realizérii unei platforme performante
pentru stocarea, analizarea si prelucrarea informatiilor distribuite
spatial privind cu retelele electrice: amplasare, trasee, coexistenta cu
cladirile si proprietatile invecinate, structura, volumul, caracteristicile
tehnice si functionale, nivelul de incarcare.

Sistem GIS permite stocarea de planuri/harti, reprezentari grafice ale
unor entitati repartizate spatial, printr-o reprezentari vectoriale — puncte,
linii, poligoane pe care le asociaza la baze de date descriptive (fiecarei
analiza (interogare pe criterii spatiale si/sau alfa-numerice).

Datele descriptive sau datele alfa-numerice sunt date de natura textuala
(descriptiva) cat si de forma numerica (valorica, dimensionala, ordinald).

Sistemul GIS-ul cuprinde astfel, intr-o abordare coerenta si unitara doua
tipuri de date: date grafice si date atribut, legate intre ele prin identificatori
unici. Ambele componente pot fi utilizate la exploatarea sistemului geografic
prin actiuni de tipul analiza, interogare, consultare sau raportare.

Analizele pot fi:

— pur spatiale care se refera numai la componenta grafica; se asigura
o buna reprezentare pornind de la uzualele inregistrari directe de distante si
perimetre, pand la interactiuni dintre categorii/straturi distincte;

— alfa-numerice care se refera la interogari ale bazelor de date;
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— mixte care utilizeazd ambele tipuri de date, de la cele mai simple
precum aflarea informatiilor asociate unei entitati grafice selectate, pana la
structuri complexe.

In activitatea practica sistemele geoinformatice au un rol important
si la administrarea activelor din retea, prin datele oferite privind aspecte
tehnice, economice si organizationale.

In retelele furnizorilor de energie electrica si a celor care furnizeaza
servicii de telecomunicatie, sistemul GIS permite abordarea simultana a
urmatoarelor aspecte tehnice:

- fizice prin realizarea procesului de documentare a retelei de la
nivelul porturilor din echipamentele furnizorului pana la clienti;

- logice prin atribuirea circuitelor, alocarea puterii furnizate sau
latimii de banda, planificarea capacitatii si monitorizarea/
stabilirea criteriilor de calitate.

Componenta geoinformatica a sistemului care asigurd asistenta
pentru managementul electroenergetic la nivel de judet are la baza harta
digitala a acestuia, structurata pe mai multe niveluri de interes:

- limitele unitatilor teritorial — administrative, municipii, orase,

comune, sate;

- hidrografia — ape curgatoare, lacuri;

- retele de transport stradal;

- reprezentare altimetrica a reliefului — optional.

Datele privind limitele unitatilor teritorial — administrative se pot corecta
plecnd de la imaginile satelitare recente avand in vedere faptul ca planurile
topo neactualizate nu oferd informatii necesare operatorilor de distributie.

Prin implementarea proiectului GIS pot fi atinse urmatoarele obiective:

— fluidizarea operatiilor;

— cresterea productivitatii/eficientei cu reducerea costurilor;

— optimizarea serviciilor oferite clientilor si o prezenta mai activa pe
piata de energie electrica Insotitd de cresterea veniturilor din vanzari;

— largirea ofertei de servicii si de produse;

— dezvoltarea strategii bazate pe informatiile din proiectul GIS etc.

In figura 3 peste hartile actuale au fost suprapuse harti in format
DWG, folosind un instrument simplu al programului ArcGIS. Platforma de
lucru GIS ofera un sistem de coordonate STEREO 70, ceea ce impune ca
hartile suprapuse trebuie sa aiba acelasi sistem de coordonate.
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» Proiectul MWM este parte componenta a proiectului strategic
adoptat si finalizat prin forte proprii in anul 2018, urmarind
cresterea gradului de automatizare a fluxurilor de lucru in zona
de exploatare retea, o optimizare a fortei de munca prin cresterea
responsabilitatii si vizibilitatii acesteia, prin reducerea timpului
alocat unor sarcini neproductive si disponibilizand timp pentru
alte activitati.

Figura 3. Reprezentare geografica pentru retelele electrice.

Pe langa trusele de investigare si cele de lucru, personalul de lucru
inscriu datele pe o tableta pentru a putea fi gestionate si pentru a incadra in
baza de date activitatile pe care le desfdsoara; se obtine astfel direct
controlul direct al activitatilor desfasurate, intervalele de timp in care aceste
activitdti se desfdsoard, materialele utilizate precum si evidenta
documentelor emise, care se completeaza sau incarca in sistem.

Solutia MWM utilizata cuprinde doud module:

» WorkSpace — planificarea si urmarirea stadiului comenzilor de
lucru;
* WorkBook — inregistrarea efectuarii comenzilor de lucru.
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Tn momentul aparitiei unor deranjamente/incidente, dispecerul creeaza
notificare si comanda pentru remedierea acestora. Comanda este eliberatd si
alocatd In MWM turei operative.

Tura operativa care a primit comanda confirmad primirea acesteia si
verificd stocul de materiale necesare efectudrii lucrarii apoi transmite
confirmarea inceperii deplasarii si sosirii la locul incidentului/deranjamentului,
precum si inceperea lucrarii stabilite. Dupa finalizarea lucrarii se completeaza in
MWM activitatiile desfasurate/materialele utilizate si, in final, se inchide
comanda.

Prin implementarea aplicatiei MWM, s-au adus importante
imbunatatiri in activitatea de dispecerat. Astfel:

— transmiterea telefonica a deranjamentelor catre turele operative a fost
inlocuita cu alocarea comenzii in MWM;

- completarea informatiilor referitoare la elementul defect precum si
data/ora remedierii este realizatd de catre tura operativa, fara a mai fi
necesara interventia dispecerului.

Procesul de valorificare a functionalititilor MWM este indicat in
figura 4.

— PAM/ Notificari /Anomalii

SAP & alte sisteme DEO
Actualizare Rulare rapoarte
L Generare comanda cu informatii din analifa
informatiile necesare comanda
R
MWM WorkSpace
Primire |nf0rm._at; Atasare informatii Alncareh?utomala P I Rulare rapoarte
—>»| crearea comenzii de suplimentare pe echipe sau de lucru finalizata analiza
lucrari Manual asistata
I

MWM WorkBook

Efectuarea lucrarii si completarea:

* Finalizare comanda

P Verificarea materialelor Confirmare Confirmarea - Liste de actiuni .
N Confirmarea primirii < inst el ) tei | «  Buletine Integral
= . si instrumentelor incepere rezentei la 2 :
comenzii alocate d ‘p P! I *  Anomalii * Partial
leplasare ucrare - i
necesare P Fotografii * Suspendare

*  Observatii

Figura 4. Descrierea procesului MWM.
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2. Preocupari pentru implementarea tehnologiilor SMART Grid

Actualele directii de dezvoltare a sistemului energetic impun
existenta unei infrastructuri in continud modernizare pentru a acoperi 0
crestere continud a cererii de energie, integrarea unui numar tot mai mare de
surse regenerabile de energie cu productie variabila, necesitatea acoperirii
cererii de energie a numarului din ce in ce mai mare a vehiculelor electrice,
cresterea exigentelor utilizatorilor privind siguranta in alimentarea cu
energie electrica si calitatea acesteia.

In acest fel, operarea retelei electrice de distributie va trebui si fie
definitda de urmatoarele caracteristici principale specifice ale unei retele
inteligente:

— fiabilitate pentru a asigura reducerea duratelor de nealimentare a
utilizatorilor;

— eficienta prin standardizarea si automatizarea procedurilor actuale
de lucru si imbunatatirea performantelor servicilor de dispecer si a echipelor
din teren;

— siguranta printr-un management adecvat al activitatii echipelor din
teren;

— interoperabilitate prin utilizarea unei arhitecturi deschise pentru
sistemele implementate, permitand astfel dezvoltari ulterioare ale sistemului.

Operarea inteligenta a retelei, implementarea dezvoltarilor actuale si
includerea recomandarilor UE in domeniu impun adoptarea noilor
tehnologii, sisteme si senzori care sa permitd obtindrea datelor din proces,
analiza acestora si adoptarea masurilro corespunzatoare pentru controlul
eficient al proceselor din sistemul de distributie, implicand atat utilizatorii
dar si operatorii de distributie.

Achizitia in timp real, analiza acestora, sistemele moderne de
automatizare permit operatorilor de distributie obtinerea unui raspuns rapid
la diferite evenimente, cu realizarea de solutii eficiente pentru izolarea
defecteelor si adoptarea de masuri pentru limitarea timpului de intrerupere.

Sistemul ADMS ca solutia cea mai completd adoptata de operatorii
de retea asigurd o gestionare eficienta a retelei utilizand tehnologii moderne
de monitorizare, analizd a datelor, optimizare a proceselor, planificare si
instruire, pentru toate compartimentele operatorului de distributie. Platforma
ADMS cuprinde, intr-o solutie unitara, sistemul DMS, sistemul OMS si
SCADA utilizdnd peste 50 de functii avansate. De fapt ADMS este
echivalent, in cea mai mare parte, cu sistemul EMS (energy management
system) dezvoltat pentru sistemele de transport de energie.
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ADMS asigura suportul decizional asigurand personalului de operare
(dispeceri si personal de teren) datele de monitorizare si controlul eficient al
sistemului de distributie electricd realizdnd astfel imbunatatirea sigurantei,
fiabilitatatii, managementul activelor, calitatea serviciilor si performantd a
raspunsului la evenimente din retea. ADMS ofera datele necesare unei analize
aprofundate a sistemului, precizia calculelor de regim si o modelare exacta a
retelei.

Sistemul ADMS oferd o solutie integratd de planificare si operare
pentru managementul, controlul, vizualizarea si optimizarea retelei de
distributie a energiei electrice. Sistemul poate integra si urmatoarele sisteme
dezvoltate pentru controlul retelei:

* GIS;

Principalele functii specifice sistemului ADMS sunt prezentate in
figura 5 [1], fiind indicate si principalele functii care asigura managementul
eficient al retelei electrice de distributie.

+ Simulator de evenimente
si manevre

* Analiza scenariilor ,what
if”

* |storic

* Optimizarea V/ VAR

+ Scenarii de reconfigurare
a retelei

* Previziuni privind sarcina
pe termen scurt si lung

* Raspuns la cerere

* Previziuni si planificare
pe termen mediu si lung
* Amplasarea optima a
echipamentelor

* Planificarea retelei de
distributie

* Incarcari

« Evaluari de stare
* Analiza defectelor
* Analiza fiabilitatii

* Protectii prin relee
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* Analiza istoric
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de defect

« Comutarea
echipamentelor

* Managementul
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* Trend
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Figura 5. Functiile principale ale sistemului ADMS
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Figura 6. Zonele de control prin sistemul de automatizare.
3. Operarea inteligenta a retelei de medie tensiune in DEO

Un prim pas in realizarea unei operari inteligente a retelei in cadrul
Distributiei Energie Oltenia a fost facut in anul 2016 in reteaua de medie
tensiune prin implementarea unui sistem de automatizare pentru a asigura
identificarea, izolarea si restabilirea alimentarii cu energie electricd a zonelor
fara defect ale retelei (sistem Self Healing), pe LEA 20 kV Breasta - Botosesti
Paia (Dolj), utilizand un singur tip de reanclansatoare (8 bucati inserate in ax si
pe derivatii) [2]. Pentru a asigura cresterea nivelului de siguranta a alimentarii,
proiectul a fost dezvoltat in anul urmator prin integrarea in sistemul de
automatizare si a altor tipuri de reanclansatoare existente pe LEA 20 kV, aflate
pe LEA 20 Barsesti 2 - Tismana si Godinesti — Ciuperceni (Gorj).

Solutia adoptatd a necesitat instalarea unui sistem inteligent bazat pe
echipamente hardware si o platforma software, pentru a realiza o logica de
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automatizare pe linia de 20 kV ce a permis identificarea zonei cu defect,
izolarea acesteia si realimentarea din alte surse a zonelor fara defect.

Prin montarea a 8 reanclansatoare telecomandate pe linia MT Barsesti 2
- Tismana si Godinesti - Ciuperceni (in punctele indicate in schema din
figura 6) s-au realizat 8 zone de LEA, fiecare zona fiind incadrata, de cate un
reanclansator automat (figura 6) [3].

Procesul de automatizare Self Healing (autovindecare) se desfasoara
n trei etape:

« In prima etapi protectia va sesiza defectul si va initia deconectarea,
setul de reglarea a protectiilor si coordonarea acestora vor fi astfel realizate
astfel incat reanclansatorul de langa zona cu defect sd asigure primul
deconectarea.

« In a doua etapi se realizeaza izolarea zonei cu defect prin
deconectare din statia de alimentare iar procesul este monitorizat de catre
controlerul Self Healing din centrul de dispecerat.

« In a treia etapi se asigura realimentarea cu energie din statia de
alimentare a zonelor fara defect, proces monitorizat si controlat automat de
catre controlerul Self Healing al sistemului central.

Realizarea schemei de automatizare, in prima etapa, a necesitate
achizitia urmatoarelor echipamente:

- 1 sistem central (controler) Self Healing in centrul de dispecerat;

- 1 echipament RTU in statia Breasta;

- 8 reanclangatoare de acelasi tip, inclusiv controller-ul acestora de la
acelasi furnizor, montate pe LEA 20 kV Breasta Botosesti Paia;

Extinderea sistemului automat de tip self healing a necesitat achizitia
de noi echipamente:

e pentru statia Barsesti:

— 1 echipament Compact RTU;
— 1 convertor DC/DC (220V DC=> 24 VDC)

e pentru statia Godinesti:

— 1 echipament Compact RTU;
— 1 convertor DC/DC (220V DC=> 24 VDC)

De asemenea fost necesara extinderea servicii sistemului central Self
Healing existent prin:

— integrarea a 8 reclosere (existente) prin interfata existenta de tip
IEC 60870-5-104;

— integrarea a 2 RTU-uri CMic prin interfata existenta de tip IEC
60870-5-104,
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— extinderea functionalitdtii sistemului de automatizare Self Healing
avand n vedere integrarea noilor reclosere;

— imbunatatirea functionalitdtii intregului sistem conform
specificatiei tehnice a noii configuratii;

— extinderea interfetei de schimb de date cu sistemul SCADA
Distributie Energie Oltenia SA pentru inca 8 reclosere.

In figura 7 este prezentata structura generala a controlerul sistemului
central din centrul de dispecerat, care asigurd Intreaga logica de configurare
automatd a retelei si care utilizeazd datele transmise prin urmatoarele
sisteme de comunicatie:

- comunicatic GPRS cu controlerele reanclansatoarelor;

- comunicatic IEC 60870-5-104 printr-o retea existentd cu statia
Breasta;

- comunicatic IEC 60870-5-104 printr-o refea existenta cu statia
Barsesti 2;

- comunicatie IEC 60870-5-104 printr-o retea existentd cu statia
Godinesti,

- comunicatie IEC 60870-5-104 cu sistemul SCADA din centrul de
dispecerat.

CEZ CEZ
DispatchingCenter .« m ' m v m v =
Control Center

SIEMENS
Self Healing
Controller

Figura 7.Schema de principiu a sistemului central Self Healing
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Controlerul sistemului central monitorizeazd toate controlerele
recloserelor si echipamentele RTU din statiile Breasta, Barsesti 2, Godinesti
si initiazd o secventd automatd de reconfigurare a retelei la o informatie
privind deconectarea unui recloser sau la informatii din statiile Breasta,
Barsesti 2 sau Godinesti.

O platforma informaticd specificd automatizarii retelei permite
stabilirea secventelor pentru izolarea, reconfigurarea retelei in functie de
tipul si locul defectului si setarea functilor de protectie ale controlerului
recloserului.

Logica izoldrii zonei cu defect si reconfigurarea retelei in cazul
aparitiei unui defect permanent (scurtcircuit sau punere la pamant) pe una
dintre sectiunile retelei consta fi detectarea si eliminarea defectului de catre
protectiile proprii ale reanclansatoarelor (dupa efectuarea ciclurilor de
RAR), iar prin intermediul unui controler logic programabil ce comunica
(prin GPRS) cu fiecare reanclansator se va da comanda de izolare a
defectului si se va restabili alimentarea cu energie electrica, dinspre cele
doua surse, a zonelor de retea fara defect.

Pentru toate evenimentele din reteaua monitorizata, care conduc la
deconectare, se initiazd o reconfigurare automata a structurii retelei, daca
sistemul este setat pe regimul automat. Secventele se derula in mod
automat, controlate si urmadrite de controlerul central Self Healing.
Secventele de functionare ale sistemului pot fi modificare, in cazul
lucrdrilor de mentenantd, printr-o comandd adecvatd din sistemul
SCADA. Este posibila dezactivarea reconfigurarii automate a retelei.
Sistemul de automatizare este complet controlabil, din punct de vedere al
secventelor de lucru, atat de catre dispecer, cat si de catre administratorul
de sistem.

O comanda manuald (locala sau de la distantd) are prioritate si va
inhiba functionarea automata pana cand dispecerul va da comanda de
reactivare. Dupad terminarea operatiilor de mentenantd, revenirea la
functionarea normala se va face manual prin dispecerat.

Punerea in functiune a sistemului de automatizare pe liniile descrise
mai sus, a condus la reduceri importante ale indicatorilor serviciului de
alimentare SAIFI si SAIDI [4]. Pentru anii 2016/2018, respectiv 2017/2018,
pot fi puse in evidenta valorile indicate 1n tabelul 1,
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Tabelul 1. Valori ale indicatorilor SAIDI si SAIFI

LEA 20 kV Breasta - Botosesti Paia SAIDI SAIFI
2016 240,5 3,2
2018 195,6 1,3

LEA 20 kV Godinesti - Ciuperceni SAIDI SAIFI
2017 332,9 2,3
2018 306,9 2,3

LEA 20 kV Barsesti 2 - Tismana SAIDI SAIFI
2017 53,4 1,1
2018 48,1 1,0

4., Concluzii

Tendintele actuale privind functionarea sistemelor de distributie a
impus necesitatea introducerii de functii pentru controlul proceselor si
automatizarea acestora. Distributia de energie fiind o activitate reglementata
trebuie sd Indeplineascd si cerinte privind calitatea energiei electrice
furnizate. Achizitia de date, prelucarea si urmarirea incadrarii in prevederile
reglementatorului, nu este posibila farda existenta unui sistem automat de
achizitie, realizarea unor baze de date, elaborarea de analize si rapoarte in
timp util.

Apare necesard existenta unui amplu sistem de automatizare a
proceselor din reteaua electricd, un nou mod de operare a retelei, astfel ca sa
poate fi adoptate masuri in timp real pentru a asigura Tncadrarea in
prevederile Standardului de performanta pentru distributia energiei electrice.

Masurile adoptate si analiza rezultatelor obtinute a pus in evidenta
imbunatatirea indicatorilor de calitate ai serviciului de alimentare, precum si
a duratei de restabilire a alimentarii pentru utilizatorii din zonele fara defect,
acestai inregistrand numai o intrerupere de scurtd durata.

Companiile de distributie a energiei electrice vor trece din ce in ce
mai amplu la operarea inteligentd a retelei, prin utilizarea intensa a
platformelor informatice pentru conducerea optimald a tuturor activitatilor,
principalul beneficiar fiind utilizatorul caruia i se furniza energie electrica de
calitate si servicii energetice performante [5].
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tinerii studenti in cadrul universitatilor tehnice. Acestia au un comportament
tipic datorita programului de studii atipic, asa cum tinde a deveni programul
locuitorilor in orasele viitorului, dar si datorita aptitudinilor si aplecarii
acestora catre preocupari in timpul liber din sfera tehnologiei, i.e. care
implicd utilizarea energiei electrice. In aceastd lucrare se prezintd Cateva
tipuri de curbe de consum determinate cu rata mare de raportare (1
inregistrare/s) pentru consumatori individuali din campusul universitar al
UPB, pentru care s-a aplicat o agregare spatiala minimala (determinarile au
fost efectuale la nivelul palierului din camin si nu pentru fiecare
utilizator/camera). A fost analizatd corelatia dintre comportamentul de
consum §i nesimetria curbelor de tensiune din perspectiva analizei benzii de
variatie a valorilor efective pe fiecare fazd, pe durata unei zile si a unei
saptamani.

Cuvinte cheie: contoare inteligente, rata mare de raportare, consumator
urban

1. Introducere

Tn prezent, pentru a se alinia strategiei europene pe termen lung de
protectie a mediului, se observa tendinta de a analiza potentialele noi solutii in
domeniul eficientel energetice mai mult prin intermediul utilizatorului decét
prin abordarea tehnologiilor folosite. Astfel, in cercetare, accentul se pune pe
relatia dintre consumator si factorii socio-demografici ce il influenteaza zilnic
pe acesta [1-4]. Astfel sunt realizate studii orientate spre [5]:

- identificarea factorilor psiho-sociologici care influenteaza consumul
rezidential de energie electricda (educatie, varstd, numarul membrilor
gospodariei, numarul de copii, situatia economica, tipologia consumului etc.);

- teoriile din domeniul psihologiei sociale care pot fi aplicate
comportamentului consumatorilor rezidentiali de energie electrica;

- tipuri de actiuni intreprinse cu scopul de a reduce consumul
rezidential de energie electrica si de a spori eficienta energetica.

Studiile utilizeaza datele de consum lunar total si consumul mediu al
gospodariilor fara a lua in calcul modificarea curbei de consum. Prin analiza
curbelor reale de consum se pot Tmbunatétii predictiile consumului/generarii
pe baza informatiilor referitoare la consumul de energie.

Primul pas il reprezinta stabilirea tipurilor de consumatori/utilizatori
“finali” de energie electrica din Romania, fiind luati in considerare tinerii
profesionisti cu un grad ridicat de constientizare a utilitatii tehnologiilor
moderne un esantion reprezentativ din aceasta categorie fiind reprezentat de
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studentii inscrisi in universititile tehnice. In acest sens, pentru a-si izola
strict comportamentul de consum, un campus universitar este folosit ca site
pilot [6].

2. Utilizarea energiei electrice si curbele de consum asociate

O activitate esentiala pentru planificarea si operarea retelelor de
distributie este cunoasterea/estimarea  variatiei in timp a producerii si
consumului de energie electrica (asa-numitele curbe de generare si de consum),
deoarece acest lucru imbunatateste semnificativ calitatea estimarii fluxurilor de
energie utilizate in planificarea optimda a investitiilor in infrastructura
operatorilor de distributie si transport [17]. Tn prezent, operatorii de sistem
utilizeaza profiluri de consum care se bazeaza adesea pe date istorice, care nu
mai sunt aplicabile consumatorilor din aceasti generatie. In multe tari, curbele
zilnice relevante pentru fiecare tip de consumator (rezidential, agricol,
industrial sau tertiar) au fost obtinute prin analizarea datelor reale obtinute de
contoarele inteligente de prima generatie. Cu toate acestea, pot fi obtinute
informatii pertinente daca se utilizeaza date de masurare cu rata ridicata de
raportare (pand la 1 secundd) [7] de la contoarele inteligente de a doua
generatie si pot fi obtinute noi profiluri de consum (atat de putere/energie
activa cat si reactivd) Impreund cu alte date relevante (niveluri de tensiune,
variatii de frecventa, amprenta de carbon [8], indicatori de tipul “light power
quality” [9]).

Tn acest scop, in functie de puterea maxima (in punctul de racordare)
clientii pot fi impartiti in doud grupuri principale: consumatori mici si mari; din
prima categorie fac parte consumatorii rezidentiali care au 0 mare diversitate a
modurilor de utilizare a energiei electrice neexistdnd o categorisire clarda a
acestora, tipologia consumului de energie electrica fiind imprevizibila si
depinzand de parametrii aleatorii care se refera la comportamentul si stilul de
viata al fiecarui utilizator specific [12]. Ca atare, profilurile de sarcina se
asociaza aceluiasi grup de utilizatori finali, comportament omogen, nominal
si, in consecintd, acelasi profil teoretic. Aceasta este o cauza a diferentelor
deoarece toti consumatorii aceluiasi grup au varfuri care coincid, dar care nu
sunt (intotdeauna) reale.

O curba de consum (denumita uneori si profil de incarcare) are asociata
reprezentarea grafica a variatiei observate sau estimate a sarcinii (putere activa,
rareori si putere reactivad) in functie de timp. Valorile din seria de timp
reprezintd, de cele mai multe ori, mediile pe intervalul de timp de raportare
(uzual, 15 minute) a marimilor inregistrate cu scopul facturarii. Tehnicile de
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anticipare (profilare) a curbei de consum reprezinta ,,un set de proceduri care
permit ca datele consumatorului care nu sunt echipate cu contor electronic sa fie
transformate in serii de curbe de sarcina estimate pentru o anumita categorie de
clienti, numite curbe de sarcina", putandu-se enumera [13]:

- Metoda curbei de incarcare;

- Curba de sarcina neta;

- Metoda curbei de sarcina statica;

- Metoda curbei de sarcina similara;

- Metoda curbelor de sarcina statica ajustata;

- Curba de incarcare dinamica.

Tn literatura de specialitate au fost propuse diferite seturi de factori
care influenteazd consumul de energie electricd. Cei mai importanti factori
socio-demografici identificati sunt: marimea gospodariei, numarul de
persoane care trdiesc in gospodarie, cate dintre acestea se asteaptd sd fie
acasa in acelasi timp, statutul salarial si al ocuparii, inclusiv locul de munca
[14]. Tn plus, tipul si numarul de aparate electrice conduc la o mare varietate
a profilurilor de sarcina [17].

Clasificarea curbelor de sarcina se bazeaza pe [17]:

- durata: zilnice (24 ore); lunare; anuale (8760 ore, echivalentul a
365 de zile, fiind mai greu de elaborat);

- metodologie: experimentald (de la date reale de masurare), tipica
(din informatiile statistice);

- durata maxima de incdrcare: maxim pe termen lung (15 min, 30
min, 60 min, utilizat pentru planificare), timp scurt maxim (varf, de obicei 1-
10s, utilizat pentru protectie si detectare a erorilor);

- tipul de consumatori (rezidentiali, industriali);
factori externi (climat, sezon etc);
tipul de zi: zi lucratoare, week-end, sarbatori, vacante.

3. Descrierea site-ului pilot

Universitatea Politehnica din Bucuresti este nu numai cea mai veche
(200 de ani) universitate tehnicd din Roméania, dar si cea mai mare, cu
aproximativ 30 de mii de studenti inmatriculati anual, studenti care in cea mai
mare parte locuiesc Tn campusurile universitatii. Cel mai mare dintre acestea
este campusul Regie cu 27 de cladiri ce permit cazarea a peste 10 mii de
studenti. Pe langd caminele studentesti, in campus mai functioneazd si un
cabinet medical, un post de politie, cateva magazine alimentare, mai multe
terase, cluburi si restaurante. In prezent nu exista nici o infrastructura dedicata
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de masurare pentru consumul de energie electrica, facturarea realizandu-se pe
baza consumului total la nivelul campusului, putdndu-se identifica doar
consumul consumatorilor economici, nu si cel din cladirile studentesti,
studentii achitdnd o suma fixa lunara echivalenta unui consum mediu estimat.

Tn acest context, au fost identificate mai multe potentiale probleme:

- 0 crestere inexplicabild a consumului de energie electrica la nivelul
campusului fara ca aceasta sa provina de la agentii economici. O ipoteza este
instalarea si utilizarea ,,fermelor de minare a monedelor virtuale” ceea ce ar
explica cresterea semnificativa a consumului de energie electrica;

- 0 nesimetrie a consumului pe fiecare faza, nesimetrie ce rezulta din
natura neliniara a consumului (aparatura de birou, electrocasnice, sisteme de
conditionare a aerului etc) si poate sta la baza unor probleme de calitatea
energiei electrice sau chiar intreruperea alimentarii cu energie electrica.

- factura lunard a consumului total de energie electricd nu permite
identificarea potentialelor conexiuni neautorizate, studentii platind o suma
lunara (nediferentiatd) pentru utilizarea energiei.

O analizd amanuntitd a retelei necesita informatii sincronizate (din
toate cladirile) cu granularitate in timp ridicata.

Implementarea contoarelor clasice inteligente ar fi prea costisitoare si
nu vor fi garantate rate de raportare ridicate; in plus, o infrastructurd de
comunicare si prelucrare a datelor ar fi implicat costuri ridicate de intretinere.

Tn 2018, echipa UPB a reusit s realizeze o implementare completi
(inclusiv conectivitate server, configurare etc.) pentru 39 SLAM-uri (Smart
Low-Cost Advanced Meter si 12 USM (Unbundled Smart Meter) care contine
1 SMX (extensie Smart Meter) conectat la un contor trifazat LandisGyr.
Astfel a fost acoperita alimentarea cu energie a 5 cladiri (P7, P22, P23, P24,
P25) - vezi Fig. 1a, b si 2. In total, sunt colectate date de la aproximativ 2000
de studenti, ceea ce inseamna aproximativ 20% din campus.

Rezultatele sunt benefice atat utilizatorilor (studentilor care pot evita
calitatea scdzutd a serviciilor), cat si managementului UPB (capacitatea de a
furniza feedback adecvat in timp real privind consumul de energie electrica
la nivelul cladirilor).

In aceasta lucrare au fost utilizate datele furnizate de contoarele
monofazate dedicate (cu rata mare de raportare): SLAM este un sistem de
masurare a energiei electrice in care functionalititile inteligente ale
contorului sunt grupate In mod adecvat in doud componente separate: un
Contor Inteligent (SMM) si o extensie de masurare inteligentd (SMX). [16].

S-au considerat consumatori distribuiti Tn mod consistent pe fiecare
faza, pe fiecare etaj.
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Figura 1. a) Configuratia proiectului pilot Regie [6]
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Structura generald a SLAM este prezentata in figura 2, putandu-se
evidentia:

- SMM: Aceastd componentd este partea metrologica a SLAM si
acopera toate functiile de masurare Tn timp real (asociate unui contor
monofazat numeric de energie electrica) cu functii fixe.

- SMX: aceastd componentd are un grad inalt de flexibilitate si
aduce noi functionalitati contorului, cum ar fi raspunsul la cerere etc., care
vor fi realizate si imbunatatite potential pe toatd durata de utilizare a
contorului, de exemplu pentru a sprijini evolutia viitoare a retelelor
inteligente si a serviciilor energetice.

4. Curbe de consum caracteristice utilizatorilor din campusul
regie

In fig. 3 se prezinta variatia In timp a valorilor efective a puterilor pe
faza A, pe fiecare etaj al unui camin dotat cu SLAM-uri, pe durata unei zile
(3 aprilie) utilizand rata de raportare de 2 s, iar in fig. 4 se prezinta variatia
in timp a valorilor efective pe cele 3 faze ale unui etaj pe durata unei zile.

S-au studiat similitudinea consumului (putere activa) totala intr-un
camin (toate cele trei faze ale sistemului de alimentare), pentru zilele de
lucru dintr-o saptamana de vara si una de iarna si, similar, zilele de
sarbatoare. Repetarea analizei pentru fiecare dintre caminele dotat cu
contoarele SLAM si pentru curba de consum agregat a evidentiat existenta
unor diferente minore Tntre zilele de lucru/de sarbatoare, cu tipare aleatoare
de consum agregat la nivelul unei singure faze, ceea ce conduce la afirmatia
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ca, pentru acest tip de utilizatori de energie electrica, clasificate curbelor de
consum trebuie sd fie parametrizatd diferit de solutiile clasice (ore de
varf/ore de gol de sarcina).

Variatia puterii active ferata pe faza 1 a de distributie dintr-un camin
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Fig. 3. Variatia puterii active transferata pe faza 1 (A) a sistemului de distributie dintr-un camin,
prezentata pentru fiecare nivel al cadminului
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5. Calculul coeficientilor de corelatie a profilurilor de consum

In aceasta sectiune este prezentat impactul profilului sarcinii asupra
tensiunii la nivel de etaj. Acest lucru este important in efortul de a urmari
eventualele evenimente (de ex. supraincarcari, niveluri de armonice ridicate,
etc). In acest sens, datele de la contoare pentru un camin, toate etajele, toate
fazele folosite pentru a prezenta variatia de timp din sectiunea precedenta
sunt baza coeficientului de corelare calculat si prezentate in tabelul de mai
jos.

Tabel 1. Corelatii intre curenti (reprezentare pe faze)

I_A_etl I_A et2 I_A_et3 I_A_etd
I_A etl X 0.0857 0.1563 0.2238
I_A_et2 0.0857 X 0.1820 0.3591
I_A et3 0.1563 0.1820 X 0.1122
I_A_etd 0.2238 0.3591 0.1122 X

I_B_etl I_B_et2 I_B_et3 |_B_et4
I_B_etl X 0.1473 0.0338 0.2360
I_B_et2 0.1473 X 0.0958 0.2379
| B et3 0.0338 0.0958 X 0.0278
I_B_et4 0.9200 0.9172 0.9956 X

I C etl I_C et2 I_C et3 I C etd
I_C etl X 0.2360 0.2379 0.0278
I_C_et2 0.1149 X 0.3171 0.2728
I C et3 0.1149 0.1722 X 0.1743
| C et4 0.3171 0.1722 0.1578 X

Tabel 2. Corelatii intre puteri (reprezentare pe faze)

P_A_etl P_A_et2 P_A_et3 P_A_et4
P A etl X 0.1564 0.1369 0.2483
P A et2 0.1564 X 0.1982 0.3774
P_A et3 0.1369 0.1982 X 0.0808
P_A et4 0.2483 0.3774 0.0808 X

P_B_etl P_B_et2 P_B_et3 P_B_et4
P_B_etl X 0.1319 0.0939 0.2670
P B et2 0.1319 X 0.0967 0.2172
P_B_et3 0.0939 0.0967 X 0.0868
P B et4 0.2670 0.2172 0.0868 X

P_C_etl P_C_et2 P_C_et3 P_C_et4
P C etl X 0.1267 0.3031 0.2877
P C et2 0.1267 X 0.1775 0.2298
P C et3 0.3031 0.1775 X 0.1601
P _C et4 0.2877 0.2298 0.1601 X




96 M. Olteanu, A.R. Toma, A.M. Dumitrescu, M. Albu

Corelatia dintre diferite marimi a fost determinata statistic si unele
dintre rezultate sunt prezentate mai sus. Acest lucru este important in
urmdrirea eventuale evenimente (de ex. suprasarcind, niveluri armonice
ridicate etc). Tn acest sens, date de la contoare dintr-un dormitor, toate
etajele, toate fazele ce au fost utilizate si pentru prezentarea variatiei in
timp sunt baza coeficientului de corelatie calculat si prezentate in tabelele
de mai jos. Scopul calcularii acestor coeficientilor de corelatie intre curba
de sarcina (putere activa) si nivelul tensiunii este de a identifica posibilul
impactul al acestui tip specific de consumului asupra indicatorilor locali de
calitate a energiei electrice. In timp ce (asa cum este de asteptat) existi o
corelatie ridicatd intre diferite niveluri de tensiune (intre faze, etaje etc),
practic nu exista o corelatie intre consumul In mai multe puncte (atit la
putere activa, cat la in curent), dupa cum se poate vedea in tabelul 1 si 2
[18].

Corelatia dintre curbele de consum (putereca consumata pe fiecare
faza) si variatiile de tensiune corespunzatoare [17] prezinta valori foarte
mici care indica pe de o parte ca puterea de scurtcircuit in postul de
transformare care deserveste caminele este suficient de mare si, pe de alta
parte, ca exista o legatura intre consum si nivelul tensiunii (inclusiv
asimetrii), legatura ce va fi investigata in continuare.

5. Concluzii

Analiza datelor achizitionate pe un interval de timp semnificativ
(mai mult de un an) a urmarit conturarea unei imagini mai clare asupra
curbelor reale de consum de energie electrica ntr-un campus universitar.
Informatiile cu rata mare de raportare permit formularea de sugestii de
imbunadtatire a predictiilor de consum/generare pe baza unui set de
indicatori capabili sa sintetizeze informatia globala referitoare la consumul
de energie si resurse energetice [6]. In aceasta lucrare au fost analizate
curbele de consum din campusul UPB, folosit ca site pilot caracteristic
pentru categoria de clienti ai serviciilor publice din orase: cea a tinerilor
profesionisti cu un grad ridicat de constientizare a utilitatii tehnologiilor
moderne si a rolului acestora n limitarea risipei de resurse energetice, un
esantion reprezentativ din aceastd categorie fiind reprezentat de studentii
inscrisi in universitati tehnice.
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SMI FUNCTIONALITY IN SMART GRID CONTEXT

FUNCTIONALITATILE SISTEMELOR DE MASURARE
INTELIGENTA IN CONTEXT SMART GRID

Dorel STANESCU !, Niculai STANCIU?

Abstract: Several smart meter (Sistem de Masurare Inteligenta —SMI) pilot
projects were implemented at Distribution Operator-Societatea de Distributie a
Energiei Eelectrice Transilvania Sud (SDEE TS) in recent years. In this paper, the
authors analyzed just one of the main functions specified in ANRE Ord. 91: “To
ensure automatized fault identification, reduce interruption duration, and to improve
monitoring of main voltage power quality technical parameters”

We conducted two types of investigations, first by performing parallel
laboratory measurements between meters and power analyzers and second by
analyzing data collected from SMI.

In both cases, results indicate that the only parameter with adequate results
obtained with energy meters is the voltage level.

Keywords: Smart Metering infrastructure, power quality, voltage level

Rezumat: Intre anii 2012-2017 Societatea de Distributie a Energiei Electrica
Transilvania Sud (SDEE TS) a implementat mai multe Sisteme de Masurare
Inteligenta (SMI) pentru a-si atinge obiectivel strategice de dezvoltare a
infrastructurii AMI/AMR.

In lucrarea de fata autorii isi propun analiza solutiilor implementate din
perspectiva indeplinirii functionalitatii nr. 11 prevazute in ORD. ANRE 177/2019 si
anume’’Sa permita identificarea automata a defectiunilor, reducerea timpilor de
intreruperi,imbunatatirea monitorizarii si a controlului principalilor parametrii
tehnici privind calitatea energiei”.

Aceasta functionalitate va devein foarte importanta prin prisma Standardului De
Perfomanta pentr Serviciul de Distributie care prevede acordarea de compensatii in
cazul depasirii limitelor impuse pentru indicatorii de calitate tehnica a energiei
electrice

Cuvinte cheie: Sistem de Masurare Inteligenta, calitatea energiei electrice,
1. Legal framework
The supervision of the power distribution process and the power quality

diagnosis have become complex problems in RED because their structure has been
substantially diversified. The development of distributed generation systems and

'pr. Eng., SDEE Transilvania Sud, Brasov, Romania, e-mail:dorel.stanescu@distributie-energie.ro
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the increase number of nonlinear receivers are having a negative impact on power
distribution stability and on the power quality. Therefore, the distribution networks
need to have the most efficient systems of monitoring and control in order to
maintain the adequate reliability of the operation of installations and equipment.

The smart meter functionality regarding the control of the power quality
main technical parameters was presented in ANRE ORD. 91 of 2013, remained
practically unchanged by subsequent orders, and has the following content:

»omart Metering Infrastructure must provide recording function for
informations about the voltage dips and their duration and informations
regarding the period when the voltage value is exceeding the accepted limits,
the time when the voltage value goes over the limits and the time when the value
returs within the limits. The information management system must have the
capacity to extract this information and make it available to the client / supplier in
case of complaints / requests for information, related to the power distribution
performance standard."

When this regulation was promulgated, (2013) the provisions presented
above did not have a particular impact on the distribution operators activity, having
rather an auxiliary, informative character in the resolution of potential complaints.

Reading this paragraph again today, correlated with the provisions set out
in Ord. 11 of 2016 and Ord. 49 of 2017 regarding the Performance Standard for
Power Distribution Services, we will notice that the SMI functionality increases
very much in importance. This happens because the SMI has to determine the
financial compensations due when they exceed the limits.

The proper development of the power distribution processes is regulated by
the "Preformance standard for power distribution services ". It refers to several
other technical standards containing specific requirements regarding the conformity
of related activities. Some of these regulations establish the methods, techniques
and conditions referring to the measurement of the power quality parameters.

According to the Performance standard for the power distribution service,
issued by ANRE the supply voltage level in the connection point must comply
within the limits specified in SR EN 50160. If the contractual voltage differs from
the nominal voltage the limits for voltage levels are specified in table 1

Table 1. Limits for voltage levels

Network | peference 90% 100% | 110%

type

v Uc = Un [V] (single phase) 207 230 253
Uc = Un [V] (three phase) 360 400 440
Uc = Un [kV] -5% 17.1 19 20.9

MV Uc = Un [kV] 18 20 22
Uc = Un [kV] +5% 18.9 21 23.1
Uc = Un [kV] -5% 94.05 104.5 115

HV Uc = Un [kV] 99 110 121
Uc = Un [kV] +5% 103.95 | 115.5 | 127.1
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Power quality is one of the essential criteria used to characterize the
performance of power distribution. The evaluation of power quality using
measurements provides a high level of confidence to the assessment. As a rule, the
quality of a delivered product / service is determined using a reference.

Therefore, the power quality domain has its own referential framework,
grouped into categories, each having several conditions for classification,
depending on the specific topic.

The characteristics of the supply voltage and the limits for normal
operating conditions, are defined according to SR EN 50160: 2011 — Voltage
Characteristics in Public Distribution Systems.

The methods and techniques for the power quality parameters
measurements for "in situ" determinations, [3] must comply with SR EN 61000-4-
30: 2015 Electromagnetic compatibility (EMC). Part 4-30: Testing and measuring
techniques. Power quality measurements methods.

The requirements for the devices used to measure / monitor the power
quality parameters [4], [5] are presented in:

. SR EN 62586-1: 2014 Power quality measurements in power
supply sistems. Part 1. Power quality instruments.
. SR EN 62586-1: 2014 Power quality measurements in power

supply sistems. Part 2: Functional tests and uncertainty requirements.

The standards mentioned above and the related standards (mentioned in the
main standard) present the requirements and conditions regarding the power quality
measurement / monitoring. Refering to the international standards benchmarks
ensures the condition of uniformity in expressing the measurement results and
recognizing their values.

2. Objectives

The practical importance of the measurement resides in the fact that it
represents one of the determining factors used to ensure the processes normal
operation mode. The measurements results are used in the decision process also,
determining the actions taken to ensure that the parameters are within the limits
according to the regulations or other mutual conventions.

From the SMI functionality point of view, we will try to answer several
questions regarding the technical limits of the used equipment, such as:

Are smart meters able to provide information for other computer systems?

Do smart meters have the capacity to provide information on power
quality?

Are the implemented systems able to highlight correctly the events may
that affect the distribution network?

Obviously, the answers to the above questions require a great effort both
from a theoretical point of view, regarding the detailed analysis of all the elements
involved, as well as from a practical point of view regarding the testing in operation
conditions of the necessary functionalities.
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From this point of view, this paper represents a first step in this direction.
Below, we are presenting several experimental results obtained during the
the tests run in the last years by SDEE Transilvania Sud.
The results were obtain both from laboratory tests and from processing the
information recorded by AMI / SMI systems in operation.

3. Tests performed on the static power meter

In order to test the the extended functionalities of the SMI using power
meters the following experiment was been performed:

Various voltage wave disturbances were generated using a specialized
calibrator. These disturbances were recorded simultaneously with dedicated Power
Quality monitoring equipment and with a three-phase static meter. The test
workbench is presented in Figure 4.

The first stage consisted in comparing the measurement uncertainty in the
case of a series of voltage dips, very close in values to the 207 V limit.

As it can be noticed from the comparative data presented in tables 2 and 3.
both tested equipment (PQ analyzer and the static meter) recorded correctly the
voltage events generated by the calibrator.

Figure 1. Workbench for comparative measurements
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On the second stage, very distorted voltage and current waveforms were
applied (THDU = 10 and THDI = 50).
The values recorded by the analyzer are presented in Table 4 and those
recorded by the meter are presented in Table 5. It can be easily noticed that the
measured values have small errors compared to the reference values.

Table 2. Voltage Dips test for Power Analyser

Generated Voltage Dips - Calmet C300

Recorded Dips - Fluke 435 Analyser

Calibrator

Time U, U, Us

[hh:mm:ss] [V] [V] [V]
17:39:13 230,00 | 230,00 | 230,00
17:39:13 207,00 | 207,00 | 207,00
17:39:13 230,00 | 230,00 | 230,00
17:39:13 206,77 | 206,77 | 206,77
17:39:13 230,00 | 230,00 | 230,00
17:39:13 206,54 | 206,54 | 206,54
17:39:13 230,00 | 230,00 | 230,00
17:39:13 206,54 | 206,54 | 206,54
17:39:13 230,00 | 230,00 | 230,00
17:39:13 204,70 | 204,70 | 204,70
17:39:13 230,00 | 230,00 | 230,00
17:39:13 202,40 | 202,40 | 202,40
17:39:13 230,00 | 230,00 | 230,00

Table 3.

Time Event Ures

[hh:mm:ss] Type Duration I\
17:39:56 650 ms | Sag 0m.1s. 426ms. 206,95
17:39:59 915 ms | Sag 0m.1s. 576ms. 206,71
17:40:03 854 ms | Sag 0m.1s .637ms. 206,48
17:40:07 854 ms | Sag 0m.1s. 637ms. 206,49
17:40:11 713 ms | Sag 0m.1s.787ms. 204,65
17:40:15653 ms | Sag Om.1s. 856ms. 202,35

Voltage Dips test for Energy Meter
Generated Voltage Dips - Calmet C300

Recorded Dips — Three Phase electronic

Calibrator Meter
Time U, U, Us Time Event
[hh:mm:ss] [V] V] [V] [hh:mm:ss]

17:39:13 230,00 | 230,00 | 230,00 17:38:29 1 Started sag [7202]
17:39:13 207,00 | 207,00 | 207,00 17:38:32 End sag [7203]
17:39:13 230,00 | 230,00 | 230,00 17:38:33 5 Started sag [7202]
17:39:13 206,77 | 206,77 | 206,77 17:38:36 End sag [7203]
17:39:13 230,00 | 230,00 | 230,00 17:38:37 3 Started sag [7202]
17:39:13 206,54 | 206,54 | 206,54 17:38:40 End sag [7203]
17:39:13 230,00 | 230,00 | 230,00 17:38:41 4 Started sag [7202]
17:39:13 206,54 | 206,54 | 206,54 17:38:44 End sag [7203]
17:39:13 230,00 | 230,00 | 230,00 17:38:45 5 Started sag [7202]
17:39:13 204,70 | 204,70 | 204,70 17:38:48 End sag [7203]
17:39:13 230,00 | 230,00 | 230,00 17:38:49 6 Started sag [7202]
17:39:13 202,40 | 202,40 | 202,40 17:38:53 End sag [7203]
17:39:13 230,00 | 230,00 | 230,00
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Table 4. THD Test for Power Analyser

INPUT VALUES

Calmet C300 Calibrator,

SN: CT /260/2011

Faza L1 L2 L3
THD Tensiune 10,0 10,0 10,0
THD Curent 50,0 50,0 50,0
HARMOHICS TRBLE
& iERE ¥ R
Uglt L1 L3
THDr a8 0.1 oo 1535
H3x¢ 79 a1 g1 1397
HSxr 39 4,0 40 132
Hixs 02 0.1 o1 94
Hxs 39 4an 40 B3ISE
HARAOHICS TABLE
> LEH - > o —<E
Amg L L3 H
THD=# 49.1 492 49.4 3486
2 39.4 3.4 386 3109
HSws 1 196 1.7 1189
HV s o.1 o o1 4.8
HSx=e 195 196 197 1575

Figure 2. Comparative recordings refering to THD for voltage and current

Table 5. THD Test Static Meter

INPUT VALUES
Calmet C300 Calibrator, RECORDED VALUES
SN: CT/260/2011
Faza L1 L2 L3 Faza L1 L2 L3
THD THD
Tensiune 10,0 100 100 Tensiune 9.8 | 10,0 9.9
THD 500 | 500 | 500 THD Curent | 498 | 488 | 489
Curent ! ! '

In addition to the measurements presented above, other comparative tests
on the measurement uncertainty of PQ parameters specific to the voltage wave for

the power meters have been carried out in the last years.

An illustrative example regarding the static meters capacities to record the

supply voltage evolution is presented below.

The supply voltage recordings, obtained during September 2017 from two
equipments mounted at the same measuring point, were compared. The two
equipments were:

Class A PQ analyzer

«Electronic three phase meter.
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The graphical representation of the voltage on the three phases in the case
of the analyzer (figure 2 a.) and the meter (figure 2 b.), indicates a similar tendency
and the values measured at certain points in time are similar.

However, it is visible that in the case of the meter, the value string is not
continuous, numerous intervals being without measurements. This conclusion is
more negative considering that because both devices are remotely accessed using a
high speed ETHERNET network.

The analysis of the event logs generated by the two equipment highlights

some additional discrepancies:
The static power meter identified as events only the severe dips recorded by the
analyzer. Voltage gaps with remanent voltage value close to the limit have been
recorded only in certain situations and only as "voltage tests". But the fact that the
SMI application labels as "short-term interruptions™ events recorded by the meter
wich in reality are only voltage dips, is even worse.

Analizor PQube3 Tensiuni de faza Septembrie 2017
240

230 fl 1 Gl AT [ '.'-I A ! ql
i ./ ] ﬂ'. [l ."" | M M J | X I "y ) ., h .l'h | it lﬁl | Ri4 ]

2 i (R | / i / \ l'ru Iullr L\” f !_"l | fr ', W "'F I
| !|= ' ||_ |.|I i

L1-M AMS 1/2 (1-cye] Avg(v) L2-N RMS 1/2 {1-cyc) AvglV]  —L3-N AMS 1/2 [L-cyc) AvelV)

a) Recorded values PQ Analyzer

Contor ALPHA ALIR-LO+ Tensiuni de faza septembrie 2017

P T gt

&(TIE

¥

—Tensiunea pe faza A (V) Tensiunea pe faza 8 (V) Tensiunea pe faza C [V)

b) Recorded values static meter

Figure 3. Comparative records of voltage levels in September 2017
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The conclusion of these tests is that the three-phase static power meters
ARE ABLE to correctly measure RMS voltage values, THDU and can correctly
identify the exceedances of predetermined limits.

Regarding the computation of statistical parameters for the supply voltage
levels, the static power meters can be used only for SUPERVISION and not for
MONITORING.

In other words, in certain conditions the static power meter can only be equated
with a class S analyzer but never with a class A analyzer.

4. Analysis of event reports generated by AMI systems

As mentioned above, SDEE Transilvania Sud implemended between 2012
and 2017 several pilot systems for the remote reading of single and three-phase
meters installed at household consumers.

Next, we present data provided by the ArgusWEB software system used in
the AMR-PLC pilot project developed in Avrig, Sibiu County.

It should be noted that the monthly events report, recorded by the 3500
meters installed in the project contains, in most cases, more than 150,000
records.

This very large number of events reported by the AMR system does not
correspond with operative interventions register, in which the number of
interruption events is by the tens per month.

In order to esatablish the veridicity of the information reported by the AMR system,
we compared the available reports on instrumentation measurements (evolution of
measured values for voltage and current) with the event reports.

Figure 3 is the chart representing the voltage variation reported by the
AMR system for a single-phase meter during October 2017:

* Figure 3.a contains all reported values, including a very large number of
"estimated"” values for time intervals when the actual measurement could not be
transmitted.

» Figure 3.b illustrates the voltage variation over the same interval
excluding the estimated values.

As it can be easily noticed in the charts, the estimated values are very close
or are even exceeding the upper limit voltage value accepted for low voltage, of
253V.

This lead to a very large number of false "events" “exceeding the voltage
limit” being reported.

Figure 4 shows the decrease of the number of “0” values for the phase
voltages after the estimated ones were filtered. This finding is particulary important
because the number of "0" values for the phase voltage translates into a similar
number of interruptions in the event report.



107

SMI functionality in smart grid context

Marimi instrumentatie contor monofazat CU ESTIMARI UR [V]

00:00°E0 GT-0T-2 107
00:005T BT-0T-£ TOT

D0:0KET Z1-01-£ 107
00:00£0 ZT-0T-4 TOZ

OTEEED TT-0T-£ 107
TP TT-0T-2L TOE
BO:0VED T-0T-4 TE
OTSOCED TT0T-£T07
NI EEOELWE
B0TET0 TT-0T-L TOT
60:95° 80 TT-01-2 107

OTED-aT OT-0T-£ 0T
OT:0626T OT-0T-£ T0T
00'00°ST BT-0T-L 10T
O0:00ZT OT-0T-£ TOE
00:00:00 OT-0T-2 107
00T G002 TOT
0000 BI-0T-¢ TOE
00:00°T B0-0T-£T07
000 BOOT-L TOT
O0:0068T £0-0T-£ TOT
O0:00:40 £0-0T-2 10
DOOKET BrOEL 0T
01000 B0-0T-£ T
00:00°5T S0-0T-2707
(00060 S0-01-2 TOF
00:00:8T +0-0T-£ TOT
00:00°40 +0-0T-£T0Z
DUOKET 0012 10T
00:00:60 £0-0T-£ TOT
OVSELT 20-08-L 10T
O0:00CTT 20-0T-£ TOT
00:00°00 Z0-0T-£ TOZ
DO0OET POOTL IO
D000 ¢ TOTOT/T0

reported data including estimated values

phase meter

a) Voltage curves for a three

Marimi instrumentatie conter monofazat FARA ESTIMARI UR [V]

260,000
250,000
240,000
230,000
220,000

BT LT THE
DOOGGT ST0T-LT0E
DOOUCE EFOELI0E

DOOBET STOT-LT0E
DOCO0CTT ST-0T-£ TOE

DOO000 ST-0T-£ TOE
DOOELT ST-0T4 THE
DAL PR T2
DR ¥R T0E

B G
DOOOED TT-OT-LT0E

DOOGTD TT-OT-LTOE
BOORET TT-0T-¢ TOZ
BOOBTE BERE-LT0E
DS EDLE 108
DOOETE OT-0TL TOE
DOOBST OT 0T L TOE
00D OT-0T-¢ TOE
000D OT-0T- TOE
DL GDLC 108
DO TS LC 108
D000 E0 0T L TOE
OO0 TE BO-OT-L TOE

OGO LD BF0T-E 108
D00 B0 1L 108
DODELT L0-0T L TOE
DOOAOT 00T L TOT
DD £ 00T TOE

DOOGHET S0-0T L TR
AT SO0 TOE
BN SO0 TOE

BOOOED T0-0T-LT0E
D000 TD €0-0T-L TOE
DOCDOCET TO-0T TOE
DO L T 108
BV T T8
DO TE TOOTLTOE
BOOBHT TO-OT-L TR
DO LD EO-DT- TOE
DEOT00 L TOZA LD

b) Voltage curves for a three-phase meter - actually measured data excluding estimated values

Figure 4. Measurements reported by the AMR system for a single phase meter
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b) Voltage curves for a three-phase meter - actually measured data excluding the estimated values

Figure 5. Measurement information reported by the AMR system for a three-phase meter
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The real situation is summarized in Table 6. Here, the results of the
comparative analysis between the reported voltage measurements and the reported
events is presented for two single-phase meters. It can be noticed that only 7 events,
out of a total of 228, were correctly reported. The rest represents just the image
(wrong, we could conclude) of the estimates values reported by the system.

Table 6. Results of the comparative analysis between
the reported voltage measurements and the reported events

Nr.de Nr.de Nrintervale
Nr. Total de inregistrari  inregistrari inafara
Estimat? inregistrari U<=207V U=>253V limitei
Contor monofazat SERIA 1158141
NU 563 0 1 0,18%
DA 156 0 82 52,56%
Total 719 0 83 11,54%
EVENIMENTE Raportate 156 /2= 78
Contor monofazat SERIA1158214
NU 594 7 0 1,18%
DA 466 276 0 59,23%
Total 1060 283 0 26,70%
EVENIMENTE Raportate 456 /2= 228

The same type of analysis was performed for three three-phase meters.

Table 7 presents the results of the comparative analysis between the
reported voltage measurements and the reported events for three three phases
meters.

Table 7. Results of the comparative analysis between the reported
voltage measurements and the reported events for three three phases meters

Nr.de Nr.de Nrintervale

Nr. Total de inregistrari  inregistrari inafara

Estimat? inregistrari U<=207V U=>253V limitei
Contor Trifazat Seria 40100512

NU 9311 10 1 0,12%
DA 50 32 0 64,00%
Total 9361 42 1 0,46%
EVENIMENTE Raportate 4

Contor Trifazat Seria 40100178

NU 580 4 0 0,69%
DA 232 117 0 50,43%,
Total 812 121 0 14,90%
EVENIMENTE Raportate 326 /2= 163
Contor Trifazat Seria 40100196
NU 701 2 0 0,29%
DA 111 21 0 18,92%
Total 812 23 0 2,83%

EVENIMENTE Raportate 72 /2= 36)
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It can be noticed that only 17 events, out of a total of 203, were correctly
reported. The remainder represents only the image of the estimates made by the
system either as exceeding the limit value or as interruptions.

This analysis, conducted on a small number of meters, shows that most of
the events do not actually come from the the meters memory but are the result of
estimates. However, the degree of confidence in the information provided by the
three-phase meters is much higher than for the single-phase ones.

In order to remedy the deficiencies, it is necessary to involve the AMR
system manufacturer in cooperation with the specialized personnel of the
distribution operator.

5. Conclusions

The SMI systems functionalities must be analyzed from both the
legislative and reference standards points of view, because the emergence of new
regulations can also lead to more stringent requirements for the technical
characteristics of the components of the SMI systems.

This is the case of the functionality allowing the information provided by
these systems to be used to determine the performance standard indicators. Since
the distributor has to grant financial compensations to the users in case the
indicators are not realized, the attention should be focused on the accuracy of the
information used in determining these indicators.

This article does not intend to solve this problem, but wants to draw
attention to the non-conformities identified in the existing systems in order to help
provide specific requirements in the specifications of systems that will be
implemented in the future.

Considering the laboratory measurements and the ones taken in the field
it is evident that the use of static energy meters as a source of additional
information on instrumentation measurements and for recording different types of
events is possible and desirable. This is especially true in the case of three-phase
meters.

However, the use of this information should be done very carefully and
treated seriously because it can have important financial implications.

In this context, the certification, by a third party, of the equipment and the
reporting systems used for the automatic determination of the performance
standard indicators by the SMI, should be discussed

One possible solution is suggested by the European Commission's
mandate 441. Acording to this, the smart meter is composed of the meter itself,
emphasizing on the metrological side, and a functional extension adapted to the
Smart Grid requirements regarding bidirectional communication, as can be seen
in figure 8.
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Figure 6. The architecture of the meters used in the SMI according to mandate 441
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IT-OT CONVERGENCE: SOLUTION FOR
DISTRIBUTION SYSTEM OPERATORS DURING
CORONAVIRUS LOCKDOWN.

CONVERGENTA IT-OT: SOLUTIE PENTRU
DISTRIBUITORII DE ENERGIE IN CONDITII DE
IZOLARE GENERALA CAUZATA DE CORONAVIRUS.

Horia GARLONTA!

Abstract: The coronavirus pandemic is changing the world as we know it.
Distribution System Operators (DSOs) are already adapting with measures like isolating
critical employees (Dispatchers), allowing support stuff to work from home, keeping
authorities and customers up to date with grid status. This paper presents connections
and convergence between different Operational Technology (OT) & Information
Technology (IT) systems that are now switching in lockdown situations firom “nice to
implement” into “must have” standards. Supervisory Control and Data Acquisition
(SCADA) and Advanced Distribution Management System (ADMS) Control Center of
SDEE MN (Romanian Distribution System Operator) are described and analyzed, but
aspects about local SCADA systems, or connection to 3rd party platforms are presented
likewise. The cases could represent good practice for other DSOs given that (i) are
based on author’s experience from Eximprod’ s delivered or on-going projects related
with ADMS, SCADA, OT-IT convergence and (ii) include architectures, solutions, risk,
challenges and benefits.

Keywords: SCADA, ADMS, OMS, ES200, ScateX+, Pl system, communication.

Rezumat: Pandemia cauzata de coronavirul produce deja o schimbare majora la
nivel global. Operatorii de distribuzie au luat deja masuri pentru a se adapta la
schimbari de la protejarea activitarii personalului critic (dispecerii), la trecerea in
telemunca a personalului suport sau la comunicarea mai eficienta cu autoritarile si cu
consumatorii. Prezenta lucrare doreste sa treaca in revista metode de interconectare
ntre sisteme operasionale (OT — Operational Technology) si sisteme informatice (IT —
Information Technology), procese devenite extrem de utile si necesare in noul context.
Articolul utilizeaza ca repere sistemele SCADA (Supervisory control and data
acquisition) si ADMS (Advanced Distribution Management System) implementate in
ultima decada in cadrul SDEE MN atét la nivel de Centru de Comanda (ScateX+) dar si
la nivel local (in instalayii) sau Tn conexiune cu platforme terze. Studiile descrise sunt
adaptabile si pentru alsi actori din domeniul energetic, unele solusii fiind deja
implementate de Eximprod Grup si in beneficiul altor companii. Sunt descrise solutii si
arhitecturi tehnice, riscuri, provocari si beneficii.

Cuvinte cheie: SCADA, ADMS, OMS, ES200, ScateX+, Pl system, telecom

! Eng., Head of SCADA BU, Eximprod Grup, Romania: horia.garlonta@epg.ro
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1. Introduction

DSO’s SCADA DMS systems behavior is similar to the distribution
network’s itself: alive, active, full of events, in continues change, upgrade and
expansion. SDEE MN investments in top technologies for SCADA, ADMS,
transformed the systems in a critical infrastructure that assures a much better and
efficient quality of service (QoS) for DSO and its customers.

Even if the critical functionality (SCADA) remains the main focus, those
systems might produce a bigger impact by:

e Changing data with other OT and IT systems such as:

o SCADA systems from other DSO, TSO (Transmission System
Operator), production facilities using standard protocols for
industry (e.g. ICCP, IEC 60870-5-101/104).

o OMS (Outage Management System), Osisoft PI, IGEA (previously
known as OpenBDI), SAP for SDEE MN, or

e Merging functions with telecommunication infrastructure (needed

anyway for remote control and monitor) on common hardware, which

leads to increased (cyber) security of OT.

2. SDEE MN SCADA

SCADA in SDEE MN refers to systems (SCU Substation Control Unit, RTU
Remote Terminal Unit), connected to a unique Control Center, which are spread in
more than 3000 installations, located in rural and urban locations (HV/MV
substations, secondary automation substations and poll mounted installations).

Main Control Center (WCC) - includes Subsidiary Ploiesti Disaster Recovery Control Center (DRCC)
Offline excej pt SAH 2, WKS
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Figure 1. SDEE MN SCADA Architecture.

Since 2013, one common Control Center platform (Efacec ScateX+) has
assisted the DSO with all its’ distributed components:
e 2 Control Centers: Main and a cold standby Disaster Recovery
(DRCC).
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e 2 High Voltage (HV) Dispatch Centers (DEZ)

e 6 Medium Voltage (MV) Local Dispatch Centers (DEL)

Connected to Control Center, operators can monitor and control the grid

having +170.000 SCADA real-time data points (Jan. 2020) processed from:

+ 110+ HV/MV substations

» 700+ secondary automation substations (PT/PA/PC)

» 2000+ installations on Aerial MV Lines (Switches and Reclosers)

» 500+ fault detectors set up on MV Lines

Furthermore the SCADA DMS includes all the topology of SDEE HV/MV
grid, fully connected and modelled with equipment energetic details, with more than
100.000 network components (loads, switching devices, transformers, segment lines,
network equivalents, generators), hierarchically organized in thousands of assets,
installations and fully graphical represented (partially with geographic views).

™ De0a8 ma

Figure 2. RealWorld and Study mode views from SCADA DMS platform.

3. IT-OT Convergence

In this paper, we start the IT-OT convergence from having ADMS
(DMS+0OMS) as the driver in interconnecting system. This way a company can use
different IT/OT independent systems with common goals: reduce or close network
outages (at all voltage levels) as efficient as possible and keep clients supplied and
informed on the status of the network.

Basically, an ADMS platform, should:

1. Receive real-time or almost real-time inputs from systems that can

detect the cause of an outage:

e SCADA (SDEE: +170k real-time SCADA data points)

e DMS (SDEE: grid topology that calculates in real-time the status of
network and outages, either from real time SCADA events or from
Operator/crew actions on network components that do not send
SCADA data)

e Metering Data Management (MDM) for Low Voltage smart meters
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e Customers Interface (SDEE: SAP-IS-U updates daily if state of the
contract has change)

e Call Center platform for clients outages

2. Create automatic flows for updating data about network elements and
customers. A single point of entry for data in place will insure data
consistency:

e Customers Information System (SDEE’s CIS: SAP-IS-U will be the
single entry point for customers, ADMS will automatically receive
and process new customers or updated data about the existing ones)

e IGEA (the company’s inventory database will be the single entry
point and will feed DMS automatically with updates on topology
elements and their energy details)

3. Provide information to:
Call center operators (real-time from SCADA/DMS/MDMI/CIS)
IVR (Interactive Voice Response)
Asset Management (real-time and historic outage)
Regulatory Authority ANRE (automatic reports on QoS index)
Crews (Workforce Management, Crew, AVL interconnection)
OT-IT convergence can also be presented from the perspective of a specific
platform designed for it (SDEE includes Osisoft PI) that creates operation links and
can be used for Condition Based Maintenance tasks.
Following subchapters presents both platforms: ADMS ScateX+ by Efacec
and Pi by Osisoft.

3.1. OMS (+DMS=ADMS)

One of SDEE MN’s strategic objectives was implementing a common
approach for handling outages. To meet this objective one of the most important
steps undertaken was the deployment of OMS project.

Figure 3. ADMS strategy and implementation in SDEE MN
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As of the date of this article, the system already deliveries automatic data
exchange between OMS and its web interface for taking calls from customers and
SCADA/DMS systems. It offers full reports about incidents on HV/MV network, it
identifies in real-time if a customer reporting an outage is already in an upper
voltage incident and it allocates calls to DMS Loads. Basically every engineer of
SDEE MN involved in incidents (929 operators, HV-MV dispatches or incident
engineers) can visualize all the details of outages while using their specific tools at
the same time.

Figure 4. Same outage information showed in real-time for 929 and DEL

Furthermore, tests run with a Pilot MDM system showed the advantage of
having an almost real-time image for a LV ticket situation provided by smart
meters. ADMS should provide automatic

e s

confirmation of outages from SCADA/DMS " —ey
and MDM. . =4
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Figure 5. Captures from OMS web interface with meter detected outage
along other SCADA confirmed incidents

The quality of the database sources is as import as SCADA/MDM data
validity. Working in an interconnected data model, IGEA (Open BDI) — ADMS —
SAP, facilitates the access at corporate reporting for QoS and Asset Management.
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Figure 6. Captures from reporting options provided by ADMS
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Big data system interconnection can include direct solutions (CIM, web
services) between platforms or specialized BuUsERP solution as the case for SDEE MN.
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Figure 7. Interconnection architecture IGEA-ADMS

Irrespective if standard solutions or BusERP, matching data from IT/OT
systems is a resource consuming process because some big systems currently in
productive activity were not initially designed to converge with other OT or IT systems.

Figure 8. Matching process for IT-OT system

ADMS efficiency will further improve when AVL (Automatic Vehicle
Location), crew management and work force management modules are interconnected
or deployed.

3.2. Pl System

One of SDEE MN platform, OSlsoft PI, represents an ideal ground to test
IT-OT convergence. Being feed with data from ADMS (SCADA/DMS, OMS),
weather channel and power analyzers, the platform offers historian and analytics
that can easily be transfer in reports and visual interfaces. Basically for the pilot
presented below a real-time Condition-Based Asset Management (CBM Platform)
was created with configurable dashboards that display health indexes and criticality
analyzes. Substation health index risk, switching devices operation counts, feeder
availability and other reports are all available for users from SDEE MN who
normally do not have access to critical OT networks like SCADA.
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Figure 9. IT-OT dashboard report (PI)

Data processed in Pl from different IT/OT sources in the form of assets
health indexes can be returned in ADMS or delivered to other systems. This type
of data about assets, equipment, along with data from call centers, should assist
the crew manager in decisions about sending teams to the most affected areas, the
most sensible points in the grid (high number of switching operation) or areas
where remote control might fail (low battery signals). Successful deployments of
Pl meant significant impact on operating the grid but also on financial reports of
DSO [1].

Coming back to current days’ emergency situation caused by coronavirus
pandemic, the IT-OT convergence and the systems presented above should help
SDEE MN improve its coordination between critical teams (using SCADA) and
support teams or crews. It should also improve coordination between teams that
financially analyze the grid and the ones responsible with technical analyze of the
grid as the implemented systems are able to delivering data and information in an
automatic way, without consuming extra resources or time.

Second part of the article lists some operational connections between OT
systems and Eximprod Grup’s vision on using common platforms for
telecommunication and SCADA functionalities.

4. Interconnecting Control Centers

SDEE MN SCADA/DMS system provides options for Control Centers
interconnectivity such as sharing part of its real-time SCADA data points. The
options considered in this article are Inter-Control Centre Protocol (ICCP) and
SCADA standard protocol IEC 60870-5-101/4.
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4.1.1CCP

Utility organizations throughout the world created the Inter-Control Center
Communications Protocol (ICCP or IEC 60870-6/TASE.2) with the aim of
providing data exchange over wide area networks (WANS) between utility control
centers, utilities, power pools, regional control centers, and Non-Utility Generators.
ICCP is based on client / server principles. Data transfers result from a request from
a control center (client) to another control center (server). Control centers may be
both clients and servers [2], but the client is the one that initiates the link to a
server.

The ICCP module presented in this paper runs on Frontend Communication
server from CC, Windows Server Operating System and includes GateXICCPv2
processes that convert data from SCADA app (ScateX+) and ICCP client
(LiveData). As a server a VM with the same ICCP process was used (LiveData).
Data exchanged included switching device position (double point), remote control
status (single point) and a measure (analog). The following ICCP code includes as
#input the transmitted data and as #Output the received elements.

CiwvaD=iz=

real-time data management solutions

Metwark Data Flows Monitoring Histarian
#Input,<dom>,<data_type>,<addr>,<ts_num>
IDIGITAIS
11P15866F0003D1ST,<VMD>,Data_StateQTimeTag,100,0
11P15866D0003D1LD,<VMD>,Data_StateQTimeTag,101,0
IMEDIDAS
11P15866F0003MO0P1,<VVMD>,Data_RealQ,200,1
#Output,<dom>,<data_type>,<addr>,<ts_num>
IDIGITAIS
11C-SDPHX-ADMXXST,<VMD>,Data_StateQTimeTag,300,0
11C-SDPHX-ADMXXLD,<VMD>,Data_StateQTimeTag,301,0
IMEDIDAS
11C-SDPHX-ADMXXP1,<VMD>,Data_RealQ,400,1
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Figure 10. ICCP alarms and events viewed in SCADA from SDEE MN
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The tests were run inside the critic SCADA network (LAN). Deployment
into WAN (between Control Centers) should not raise major technical challenges
(ICCP is a standard protocol). Cybersecurity issues and data flow should be
address so the main functionalities for Control Center System remain available
for its owner. Solid, reliable communication architecture together with
cybersecurity procedures & policy should reduce risks of security leaks. The
SCADA/DMS platforms should include solid filters for received data that must
limit the risk of overflowing the system. SDEE MN infrastructure includes both
options, consequently ICCP is a valid option for future Control Center
interconnections.

4.2. IEC 60870-5-101/104

IEC 60870-5-101/104 represents the standard imposed by Romanian
TSO for receiving data from 3th party system like DSOs or Electric Energy
Generators. Commonly Control Center systems are designed to receive SCADA
real-time data though IEC 60870-5-101/104 (acting as master), but the
challenge regarding TSO’s regulation for DSOs lies with being able to send the
received date to another Control Center (acting as a slave). This involves either
R&D resources or engineering within SCADA DMS systems architecture.
Eximprod’s teams together with the author were involved in 3 project were
Control Centers data needed to be re-directed to TSO (2 DSOs’ CC and one
Renewable CC).
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Figure 11. DSO-TSO communication tests

Above example presents a process that acts as protocol gateway that was
configured to send the data to TSO using basic application and link setups for

IEC101
serial 9600, 8E1
Data Link Address size: 1
Common ASDU Address size: 1
Object Address size: 2
Cause of transmission size: 1
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The challenges in linking SDEE MN to TSO did not consist of protocol set
up (standard solution IEC101) but of the aggregated information required to be
delivered to TSO Control Centers:

o Measures from tens of small producers aggregated to just 11 values

e Data points from HV panel from DSO HV/MV Substations

For SDEE MN perspective this should transform into a complete
interconnection, bi-directional, as real-time data (measures and switching
devices) from TSO injection points (DSO-TSO) would improve the power
applications’ results. SDEE MN Control Center SCADA DMS system includes
modules as power flow, state estimator, contingency analyze that use both the
fully modeled topology but also the real-time information (measures). If
simulated values from TSO-DSO injections are replaced by real-time measures,
the results of power applications would considerably improve and human effort
would decrease.

TSO and DSOs own OT systems like SCADA, MDM, Power Quality
Concentrators that include real-time measures or equipment status that might assist
grid neighbors in taking faster operational decisions. The financial and engineering
efforts needed for such interconnections are minimum considering the present
technologies and the impact that it will bring on companies’ QOS.

5. SCADA-Telecommunication common platforms

Initial drivers for Eximprod innovating SCADA solutions for secondary
automation distribution were the physical limitations of MV installation (poll
mounted cabinets, remote and hard to access locations) and the telecommunication
issues. If 10-15 years ago telecommunication issues were mainly related to
reliability of GPRS modems linked on serials links with RTUs, nowadays the focus
switched to assuring cyber protection for critical networks. Since 2014, the world
witnessed the start of an escalating series of cyberattacks. Targeting American
utility companies, NATO, and electric grids in Eastern Europe, the strikes became
ever more brazen, eventually leading to the first-ever blackouts triggered by
hackers [4].

5.1. RTU (Eximprod ES200) — Router (Cisco IR809G)

ES200 over CISCO IR 809 series is a fourth-generation (Internet of
Things) SCADA RTU gateway for control, measurement and supervision in power
distribution systems. ES 200 is designed to efficiently operate secondary
distribution substations, feeders and electrical substations using modern and secure
communication and automation standards. Typical ES 200 use cases are highlighted
below.
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Figure 12. Serving OT-IT systems from a single device

Initially designed for OT enterprise purposes (SCADA), ES200 was
upgraded to connect to cloud platforms (Mindsphere, Azure) in order to deliver
data to both OT and IT platforms.

Benefits of this type of solution include versatility (wide range of
communication protocols, functionality in the same device) and cost-effectiveness
(one device can connect multiple sensors, IEDs, big data platforms).

Table 1. Communication protocols ES200

Tip Master/Client Slave/Server
Protocol
Modbus TCP/RS232/R5485 TCP
DNP3.0 TCP/RS232/RS5485 n/a
IEC 61850 TCP n/a
IEC 60870-5-104 TCP TCP
LoRa Wireless Wireless/TCP

Being (re)build for Cisco hardware, the solution benefits of a wide area of
connectors from multiple SIM that grant secure access to (i) 3G/4G VPNs, (ii)
Ethernet ports for LAN/WAN or (iii) classical RS232/285 serial links for previous
generations IED on Modbus and DNP3 protocols.

Strong cyber-security tools (firewall, IPSec, 3DES crypto standard, AES,
SHA encryption for WAN) support this innovative product and make this IT-OT
platform ideal for remote sites (urban or rural). [4].

At this point ES200 has already been implemented in hundreds of
Romanian DSOs’ installations or Renewable Energy Projects.

5.2. RTU (Eximprod ES100) — GRPS/3G Router (Viola/ABB Arctic RTU)

RTU ES100 on Arctic device was another successful deployment of
SCADA software on communication hardware specially designed for secondary
automation in rural grid area (control cabinet for poll mount equipment). Using the
benefits of Viola System Hardware (GPRS router, LAN and RS232/485 connectors



122 Horia Garlonta

and the 1/0 board option), EPG customized ES100 protocol gateway for Modbus
(specific to previous generation of recloser protection relays) and for 1/0 module, in
order to transmit data on DSQO’s standard Control Center protocol IEC 60870-5-

104.
Table 2. Communication protocols ES100

Communication Communication mode | Communication mode
Protocol Type serial RS232/RS485 Ethernet TCP/IP
Modbus Master Yes Yes

IEC 60870-5-104 Client NA Yes

DI/DO - placa Master (intern) NA NA

ES100-Arctic was included in almost 1000 successful deployments in
Romania, Croatia or Indonesia.

175 mm
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Figure 13. Controlling design and data solution from MV Lines

Pilot project using the above configuration was successfully deploy by
Eximprod team to assure feeder self-healing using edge computing for an improved
response time while saving bandwidth for SCADA communication with CC.

6. Conclusions

Even before we felt the impact of coronavirus outbreak, all major
companies from the energy sector decided that IT-OT interconnection was a
strategic goal. Evolution of acquired operational data, deployment of big data
systems, lack of specialized workforce and economic factors were among the
drivers for this decision of T&D industry.

Currently SDEE MN is in a comfortable position for IT-OT convergence
due to investments in top platforms for OT and IT systems, concern and actions to
acquire a strong and secure telecommunication backbone. SDEE MN is close to
owning a technology hub, opened to interconnections and to efficient, automatic
data exchange between departments or other companies from energy industry. On
short term this assures work flow continuity and operational efficiency no matter
the lockdown conditions, movement restrictions or protective working environment
for critical teams. Medium to long term outcome of this secure and efficient
approach to manage important data exchange will be reflected both financially and
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operationally and will contribute to enhancing grid reliability and customers’
satisfaction.
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